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Cybersecurity Professional Development Program
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1. auduumeenlall #a¥e “Financial Services in driving sustainable outcomes”
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&3\ TB-CERT

Financial I Services in driving
sustainable outcomes

Khun Chatel ESG reporting
naimen, T € ERT ivering Net Zero - the journey

p—

[y d o
2. udunneeulai ive “Stop Ransomware Dead in its Tracks”

TB-CERT 59AUUTHN Akamai Technologies tanuduyuesu lar luiive “Stop Ransomware

Dead in its Tracks” luiui 22 wmew 2022 1181 10.00-11.30 w. Hd1ImeIm 82 AU

Akamali | €3 TB-CERT

930-10:00 Registration and sound check
WALELUN Keynote and Welcome

Khun Wachirawat Mahatubgris, TB-CERT Committee

Stop Ransomware Dead
in its Tracks!

elyn Chan

[FPRETT) Welcome Address
Jef Hu, Country Manager, Thailand & Malaysia,
Akamai Technologies, Inc

o R e
Jocelyn Chan, Enterprise Security Loader ASEAN and
Grester China, Akamai Teehnologles, Inc

msnao JETYY

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.31/88



ANNUAL REPORT 2022 &\ 1B-CERT
y

3. Roundtable Seminar #1370 “Implementing a People-First Cybersecurity Strategy”

TB-CERT 520N UUTHN Proofpoint 93911 Roundtable Seminar 1390 “Implementing a People-
First Cybersecurity Strategy” 11 3UTN 27 WOHA1AN 20221981 10.30-13.30 Y. & 1591153 The Okura
Prestige Iagluauduuunlanainda

How to build a business case and executive narrative

Use DMARC as stop phishing emails from getting through

Build an outcome-driven approach to cybersecurity

4. Webinar FS-ISAC Knowledge Sharing (Bangkok Chapter)

TB-CERT 59401 Financial Services Information Sharing and Analysis Center (FS-ISAC) 19
Webinar 1 01¥5n ﬁilglﬁﬂﬁﬁj U FS-ISAC Threat Intelligence L101& Investigation Technique and Tactic on

DLP Incident tia3ufl 15 nsngian 2022 Hfd1samau 35 au

=

£ 5
Overview 8 ] Today topic
e Incident Response on DLP Case

@ FS-ISAC

About FS-ISAC - An Introduction
TB-CERT/FS-ISAC Joint Member Forum

To share technique and tactic in handling

DLP Case, Line forensic, and countermeasure

P ———— . w oot am meen |
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5. Webinar “Post Quantum: Are We Ready?”

1 v o W [ o [ 4 1 a

TB-CERT 524 dninaiuanznssumimsinennuiuasaoant lanuesurana (anus.)
A o o o [ o Jd o
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A A Y o A v o ya o s A =
Quantum: Are We Ready?” 1013 81U NI 0T UL BLAZ A5 19ANNATENIN NN UAD UM T Bl oNg B
A o a X X2 4 = = ' s = ] o A P
Quantum doAuNAYUFUTUMA TUTas InUNHUIBUIAZBIANTAITINTINNI DUTUUDADADIUMTAIN

' ~ 2 Y Y A o A 9 9 1
mmmzmmuiu@mﬂmuiﬂa WUBIUN 27 NTNHIAN 2022 HAUTI IV 90 AU

Post quantum : Are we ready ?

NS 8 Q
any

TB-CERT  QTFT

Post quantum : Are we read 2

Wednesday, 27 July 2022
Y < : 10.00-12.30 Hr.
27 July 2022,10.00-12.3 hr., Webinar via M Team .. : Al Webinar via MS Teams p-

6. NUTUNUIITVO “The Effectiveness with Threat Intelligence”

TB-CERT 59UAUUTEN Kaspersky FANUFUNUTIVD “The Effectiveness with Threat Intelligence”
WoTUN 16 daviay 2022 a1 1591151 Rosewood Bangkok LﬁE]LWEJLLWf}ﬂT’Em“amﬂ Global Research and Analysis
9 a P 1% =~ a = a A =1

Team (GReAT) AUUNTAATIZHINYINY Threat Landscape 1141l 2022 Tasawizlugiiniaemenilaia 1

A3 UL 40 ALY
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lAsvns Cybersecurity Development Program (Workshop)
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[y 1 a [} a 4
Idnumineauau¥n TB-CERT Tasyjaiunseonuuunag 1491u1501599902198 (Cloud services)
MUNTOUAMMITUAIYABATY NIST Cybersecurity Framework (CSF) taza31aanudnlanannmsnany
v A ' oy e 1 9y a Y a = J
SUAAYOUTIN (Shared Responsibility Model) 5211198 195U3 msuag 1vuimamaluladaanng luns
' v W o @ Y v 4 = g Y 9 o Yo < @ a wa
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P o s A
(Hands-on) Tumsud ludymam Tandlusuanuilasassvesseuunana weaieanumnlalums

i TSyl luesdnsuazmamssuins Idedramng au

1309 “Optimization Cloud Governance on AWS”

TB-CERT 52900 UU3HN Amazon Web Services (AWS) Thailand 99150051159 JiiAn151i e

a [

a £ Y Y ~ s A o A a
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(30497 2 “Cyber range cloud security”
TB-CERT 5901 UU3H7 Palo Alto Networks 3an1sensugilfiamsiverdsuadennuina

191191509 Cyber Range Cloud Security 103Ul 22 1Az 25 nsnIAN 2022 FIANTIWOVIN 30 AU

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.34/88



l ANNUAL REPORT 2022 ~&™ TB-CERT
VS

vaudiuniswasurAagnwlunissuijonulsuas
Cyber Combat

159715 Practical Cybersecurity Competition 1143 STTTSTET Cyber Combat Virtual Tournament 1o
adunnuidienuriisnumeuenmAMIsIAMTNIUIEmALAZANIBY MIAUMINENgIUN1IA Y
an o 4 a 4 4 1 I ' ' @
avnaoinamgnssign TawAdiu lawes usnsinesnilu 2 @ e daueusudndusinuy 1d
~ Y A o v A = 9 ad ' 2 W 1 1 ] Y Y Y
FeuFNeINUMITUNoNazN3 lauAd 135N IaN 9 Fannyedulvgszyudumsaumidoeyanas

A A 1 [ Y v A o A [ 1 = 1 A A
malafuananueenld mioususinye 2 JuAsIui 7 uag 9 Aueteu 2022 daumsinludiui 2 fe
' o R oA g (R 1Y YA Y Y (Y T IS
dauueInsuysin Fnoudriaszauanuin laGeunaie msudsiunisesnily 2 seu Tagsou
v A @ d’g v A @ ) ~ = = @ A A = v YA 9
AAaaNIATU IUIUN 8 AL 1INTIUIUNY 42 N NVAT 4 AU LazAAMADINEY 20 NUIMITUNILI
Y 1 Y
199150 Final M3UUIUT0V Final Hazligdunumsuisiuiaioununsd §uaauasaniuen
Unou 9 Tugiuuy Attack & Defense imaluiivag ladszauau wisenumelu Idszuvvesiivan

o T 1 ] I ) 4 ] '
g9 Available 9 ul‘JJﬁll uazulugﬂuaﬂ L!,'d$ﬂzgfﬂx‘]ﬂ"lﬂglluuﬁ]"lﬂﬂWﬂﬁngﬁg‘U‘Uﬂl@Q%ﬂﬁMLﬁ'[’)W‘UGIS'ENIW'J

LY 4 [ 2 I [ [ { [ {
MU UTPVHIAV T UTZaZIAT 2 TuAD TUN 21-22 Aueneu 2022 71159151 The Athenee Hotel,
@ (% 1 [ [ ] o 1
a Luxury Collection Hotel, Bangkok 1agfug 3 duauusnlaun #u1n1uiieniu aarananninduma
Uszmalng s1MINTINW LAz FUMINENT 1ne ARy

Y A Y Y

agiinuzdiny 6 Foshguusisiu ladnuaziinmliuldne

g

1. Exploit development 10 1NH2N151912 504 11113 09ABOUVDITLUY WOTINMTINAILANMS
Y
mauluszuunu 9
. Ao ) ' < a o A 9= ) A o
2. Web exploitation 19 1NHMI91¥03 111V VLDUNAATY MDINIDIFIUTOYa NI OAN
' 9 9y 3
DIUVDYALUHUIIL
. . A @ a do @ a o’d' 9 o A 9 @
3. Reverse engineering 10 NNBZMIAATIEHATIAOUN AT N 1 TUMITOU Taedudounau
ldumanumanevesdideniimsiieudon Toanusdie s ioud lugarananauazwann
gamdano 11
o % a 4 IS o o
4. Digital Forensic 0 1NHZN55IVIINHANTIU ATIVNG tazinusnItoyandngIun
Aaa o A d 1 A =
Avianiuiosseevaunaouosy lIuATT UL

5. Cryptography fio inyzmsUniladoyalaemsdnsia uazmineasiaios udoya

o 3’/ 1 [ 4 o 4
6. Threat Defense ﬁf’) NnrzmMsasmaNulaoansvessz UL Lﬁeﬂmﬂumﬂwamﬂmms

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.35/88



ANNUAL REPORT 20272 ~&\ TB-CERT
SO

ATWA1ISYaVIU TB-CERT Cyber Combat2022

CYBER COMBAT

2022 . —ﬁ' *wiruAL YOURNAMENL__ \_‘._‘;‘__'Af, ]

{3 TB-CERT

CYBERSECURITV
| ANNL 2022

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.36/88



l ANNUAL REPORT 2022 ~&™ TB-CERT
VS

vaudruarswaurAaonwtunissuijonulsluos
Cyber Drill

v Y v A Y] d a Ao w ~ 9 Y
ﬂ'lﬁ“]fﬂGIff’JiJﬁ’UlJE)ﬂﬂllﬁlﬂ‘ﬂf)'i!,‘]J1!ﬂ‘ﬂﬂii1]°|/l?ﬂﬂﬂ]uGluﬂ1§Lﬁ5leJﬂ’J"IiJWﬁf)lll,mgﬂj'lwflﬂslﬂﬁluﬂTi

1 ¢ a s A 99 sq 9 @ Y Y =R
ﬂ@‘Uﬁu@ﬂﬁﬂﬁﬂ”l')ﬂWﬁﬂ!ﬂWﬁQﬂiﬂllﬂ‘ﬂ%‘]ul“]ﬂl]@ﬁ LW@Glfl"iIﬁ]‘VIfJ‘V]Gl‘lfcluﬂ']ﬁﬁlfﬂ“]fﬂﬂﬁgﬂﬁll‘!ﬂﬂguwﬁ\iﬂ'JHJ
A 1 a = (A Y = 1 v
IHYINDNIANITTUIATITVIN ) G]NGI,NTJVIW'IUNW TB-CERT llﬂiJﬂ'lﬁ’é]’é]ﬂLL’UUﬁ@‘Uﬂn\Jﬂ\nﬂJﬂJ@\‘]ﬂ@ﬂﬂﬂﬂﬂ'ﬂl

A o = [ a % o T W 1
naluesndrgyanduimiszaugavessasaundnadlinnudinyaedegnaiuludiuai

[ J

E4
Al 1. NYANAINADUINIT Mobile Banking 2. 8ANAIN15210N 37 Party Attack 11ag 3. A8ANAIY

q

] ]
S 1 o v A

o g 9 ¥ v 9 9 o {
ﬂiglﬂ‘ﬂ Ransomware (481 Phishing Attack ﬁmiummnmaﬂu‘ﬂ‘nwm il mﬁmemﬂﬂmmaus&mﬁ
Y 1 o Y Y A o v o q ¥ P o

’ﬁnJ150L61ﬂ§'<]11“]5ﬂ“lf’011hlﬂsluﬁﬂTL!‘VlmfJ'Jﬂ‘L!‘V]ﬂ,‘Hﬂi%U’JUﬂ1§ﬂ1uﬂ1iﬂﬂﬂ1iLWﬁ] ﬂizmmm nag
v A gj.: 1 A a A =2 Y o o v v Y A Y Y

mﬁu%uummz”lmﬁmui]ﬂmmmi "l]\ihlﬂllﬂ1§‘1/\lﬁl\lu'l Platform ﬁ?ﬂiﬂ%ﬂ%ﬂlﬂWﬂi’ﬂﬁﬁJWim"lﬂ‘i’)ll

v 9 Y . YA 1 1 a Y Y < J v Aa Y

ﬂ1i°‘]5ﬂC]5E)3JVlﬂLHJ°LI Online Iﬂﬂﬁj‘ﬁﬁﬁ'J‘Lli’JllGluﬂWiLWﬂ)'ﬂluLWﬁ]ﬁ'lllWiﬂlslﬂifliflﬂﬂ')'mtﬂu i’JiJGIﬂfTuGli]]lﬂ

Y X I Aaa v Y . .
AeaueIrInaulianMsFndon Banking Cyber Drill 1411 New Normal

[

7 o b v
ﬂﬂﬂﬂﬁ\l‘l/n\?vlclﬂﬂ’ﬁ]iﬁﬁwaﬂi31/]'1.|1‘Ll5$ﬂﬂ"l]@\°lﬂ1ﬂﬂ1i‘ﬁuWﬂiuu uﬁ]ﬂi]'lﬂwaﬂ‘i$‘l/1ﬂﬁlu’3\1ﬂ'3'l\3
Y s A Ao o AY A ' A A o X d'
1an fﬂiﬂ']'ﬂﬁ]Mﬁiﬂufﬂiﬂ!L“]J‘L!ﬁ\?‘ﬂﬁ"lﬂﬂJu‘1/]15]@\‘IiJﬂ'ﬂlIﬁ’HJiJE]ﬂ'lﬁﬁE]ﬂ’NllcluiNW’JgL'Jaulﬁ&uﬁ]'ﬂ'l“l/l
= = = ~ o A 1 ' Y KX I @ 7
NEREARPY GINWll'lEJﬂ\?ﬂ'l‘iiJﬂ'liLGl‘iElllﬂ'ﬁEﬂlﬁcl,uﬂ'liﬁf]ﬂ’ﬂllﬁl,ugﬂllﬂﬂﬁ'lﬁ ] A NHUI %QL’]JU'N]Q’]J‘§$’£T\1?1

Wﬁﬂﬂl’i)\‘lﬂTﬁ%ﬂ%ﬂMﬁﬁlﬂﬁﬂﬁi]Zﬁ’GJJu1ﬂ’J13JW%}EJllﬂﬁ’(?f@ﬂ’313J6luﬂ1W5’33J611f]\1ﬂ1ﬂﬂ15131!1?]15

7o g U o 9 Y < A ~ X
aoumsaiaesnlylunmssngougneenuuy Inilssidumamsanvainvaits lnemnavulu
1 Y] v Y [ I o A rd A Y a ]
$2aa1 1 Tuwesmssngon linazidumagnisainisgnTan@n 3" party n3ed 19UIn1sneuonAIY
v o & a oA ) @ I
maTulad APIuda Sesuiudeclfiinaw wsv.anuiuawlasans lsuesuas w.s.uduasosdoya
) Y
dauynna e ldinamamioumsdmiumsdfiaawngruensdesntiv Taeldunuaindninau
1] ) [ J 1 a 1 @ @
AUENTIUMIMISTNEIANNTUAIaoans lsUeS HIA (F0UY.) I1TINFNFOUAIY DINMTFNFOU
g’/ ¥ ] 1 4
ATatluaaInInunsouvoantie L lun1AMIsUIAT luMIAeUAUIABIANITAINTT 1ONA TIuD9
¢ A ag ya . <3| T a A v A
mMIauAuMamIsitied 1insgnamuIvilate (Containment) il log1aiidsz@nsnm uaitiosain
S 9 a 3’; A =\ 1 da! @ 4 [
mansanNransznuluan 319959 q 1 suamelums@eanuazianuuanaNIUAUNAgNFTUD AL
' A 3 a 1Y ' v 3 v Y Y
azriey Tagazinsananilszauanu@dsatazsanszndluduaie g lueziludugnd am

a Yy A A v = o @ 9 a v
ANULTYIVIY ATUYDLET N muﬂ;]‘ﬂmtl iaamdﬂ’nmf@!,i]uéumﬁmumimﬁlu"umzuu €] 8NAY

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.37/88



y i
l ANNUAL REPORT 7077 O\ 1B-CERT

-

Jdan1sEndol

< = Y a ' Y s A
sﬂ']ﬂﬂ'lﬁﬁ"]ﬂﬁ'n\leﬁlﬂial,aﬂ'ﬂﬂlﬂuEjﬂﬁﬁ']533ﬂqusll@Q‘ﬁu'lﬂ'lﬁﬁiJ']G]fﬂWU'J'] ﬂﬂﬂﬂﬂ']llﬂ']\iulqﬂﬂﬂﬁﬁ

(% @

InansgnUAsLIMIAN q dedlinansznuaelseryueeniivedinn sulsznoudie 1. fognaiu

A013015 Mobile Banking 2. f8AnNA1N521AN 3" Party Attack tag 3. AeANAINIZIAN Ransomware
4 Jd o a A 4

1ag Phishing Attack 1115 1un1senuUBITIT1IdD IUMITAIT 1A IFaNLT wazTin1TIANE 99517

A Y = 9 o o @ ) [ 14 Y

e ldlimaessuanunieud iy wa.u.mssnmianuiuataoans lsues uag w.5.1.quA04

9 = v 9 v 9 YA
voyaaIUNAR ‘Nﬁ‘;ﬂﬁ’)ﬂl@ﬂﬁﬁﬁﬂﬁﬁﬂuqﬂﬂﬂ

£

“lAiatkgaisainisloudgovlidvov API Aka1gsuIASIEIGoudoAURLIEVIUATEUDA
dunans:znudausAIsyavAIANISSUIANSTUIVATIY SANVEVIAaIkaAsadyISuAA(E
nMAnseaidoyaanAisaika duwadonouiBoluyovuszsisudaaniuunisLiu”

Jaqus:zava
d‘ [ 9 v A [ 9 YY A Y a o - Y 1Aa oA o
1. iesnszAuMIdeniuiens luues 1duims landgduiusnudugiaau Taediaes
4 Y Y 1 v v A 4
aoumsaimsgonliimssusudadulalumsud lvaaunsal
A a o a 4 =3 4 = a
2. iedsziunnuz lumsdnszims Tavamalaes saudamsszmivnuimand lvuag
[ [ Y 1a oa
Hosumqluewaa luszaudlginau
A o 9 1 t4 Yy A @ Ay Yo .
3. iedndeuniaouauesaomamssimsuiuiouisnnn1u a5 U INTZUD Threat Intelligence
A v Y g’/ 1 A a =3 s A é'
4. iiedndauiunpUMInBUdUDIABIANsaiRAlnAINMI Tauane lawesinadiu uaz
[ Y
N3zUIUMIUTEaUUIZHAINNeI909 Nan1eluntite @B TB-CERT 1Az 181y
AMEUDN
A @ v A [ =3 G YA a a d 4' \
5. ewannnszuIuMssulens Tawdma laves iilss@niamuas nagnsmsaeasee
(Y] d
s ldechauringaunvaaumsel (Media Handling)
4 o ] I
6. IHONAUINTZUIUMIUTZATUIUVDMUIBU CIT 1ag TB-CERT luguziilu Sectorial

CERT /64 Regulator 1taz NCSA a1y W.5.1. lasiuef

Y

9 v A v W A ~ ~ < < KR o w @
ﬂ’]i“]f@lli‘ﬂll@ﬂUﬂﬂﬂﬂﬂ’]aJV]’Nul,G]ﬂ‘U’f)islUﬂ 2022 u!ﬁ’l!ﬁ\‘i!TiuflQﬂ')’liJﬁ’lﬂfg"UfNﬂﬂklﬂﬂ'ﬁﬂﬂﬂ'ﬁ

a
& A 2

Y A 2 g o @ @ o < v =<y
ﬂ’luﬂ'liﬁ"f]ﬂ'J'liJG]f\u']Juﬂu\?Gluﬁ'JﬁlﬂWaﬂ"llf]\?ﬂ’lﬁi‘ﬂll’f]ﬂﬂlﬁﬁ]ﬂ’]iﬂ!ﬂﬂﬂﬂﬂ’lll“lfl’Nul,G]fl‘U@i @Quuﬂ’lipjﬂ
9 Y

A &Y = Y A= g o o = Y A A
ﬂ’lﬁﬁ’f]ﬁ’liﬂ\?ﬂ'lflﬁlull,ﬁ$ﬂ1ﬂu@ﬂﬁluﬂ15ﬂﬂcﬁ@llﬂi\iuﬂQlﬂuﬁﬂiﬂﬁﬁﬂmﬂﬂllwuﬂ'ﬁFjﬂ%f]iJ!Wf]LWiJ

Y 1w 4 J
ﬂ31hﬂ1h15ﬂ1uﬂ15iﬂﬁﬁ]@]®ﬂElﬂﬂﬂn\l‘lfnxiulﬁ]flﬂf]i"U’tN’t]\iﬂﬂi

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.38/88



4 = m— 2
l ANNUAL REPORT 2077 ~&™ TB-CERT
S

msé’iamsmatu lacnguan

Y
=

o 9 A I A <3 o W /o o Aa Y v sld'
ﬂaulﬂﬂ'lﬁ%ﬂfnﬁﬂ'l“l«lfnﬁﬁﬂﬁ13L‘]J1!ﬂ'lﬁﬁ@ll5$LﬂuﬁWﬂﬂJfUfNL‘Wﬁﬂﬂ'lﬁﬂlﬂﬂ'la\uﬂﬂsllualﬁﬂﬂlﬂﬂ
= y 3 Y o R = A D) = Yo
mmmmmm&iuuaxmﬂuﬂﬂ Iﬂﬂ‘ﬂﬁ@l@ﬂﬂ?uﬂﬂﬂﬂ’]ﬁﬁ@ﬁWﬁellfJﬂ'J']iJiNEjﬁ‘UﬁWﬁﬂ'ﬁJﬂ'ﬂNlﬁiﬂzﬁﬂJ Glu
o ~ v vq ¥ ¥ Y & vAy o A a X A g9
WNITNYNAD lﬂiﬁﬂl@uaﬂ@ﬁ!ﬂumﬂqﬂﬁﬂNﬂﬂﬁi]']ﬂiﬂﬂ'liﬁﬂﬂ'ﬂlliﬂﬂllLu@ﬂﬂﬂmiuﬂ’]iﬁﬂ@]ﬂ\‘]

U U

Y [ Y a A o 4
ﬂi‘]Jﬂ’Juuazvlllﬂ@iﬂlﬂ@ﬂﬁlﬁﬂﬂﬁﬁ]ﬂﬂﬂi

dmsuuninelfiamssamsdumsdoeas (Media Handling) aodoa1s1smezdall 13 o ld
Y a a ) ax o Yy = ' Y o 7 '
Ausmstazandn lasunsuuuimumsisiamsuaz Iddeyaunde wu myIddunival msunasn
vy A o @ & ¥ ] v Yaa a ! a 4
nmsWdeyaiiudediavoou laul saunsmsaianumdrlanudioninadennuaaiuyes

@155 (influencers) NBIEATNES ANV ITOD DADGATIMNTTUNIIMIRIUYD52me Ing

o 4 1 =2 a a A

Media Handling in21ud1Ana009Ans0d1989 Mt landiazaseriindedninavesdo uay
A . o Y 4 = A A Y = a A Y A A
190 influencers fl]$VI"IGlWENﬂﬂﬁiJI@ﬂ'lﬁ'“l/l@lﬂﬂﬁu@\‘l@]flﬁﬂulﬂf]ﬂ']\imﬂﬁgﬁﬂ‘ﬁﬂ'lw Gl‘;])'cb"f)\?ﬂ']\iﬂ'lﬁﬁﬂfﬂﬁ‘ﬂ
= o A o 7 . Yya o Y s Yy o o v
LWll'lzﬁil3'JiJfNﬂﬁ%ﬁuﬂlﬂﬂﬂﬂﬂﬂmyﬁ'ﬁlﬂﬂﬂﬂﬂﬂﬁ@fﬂ\ulfﬂﬂﬁ\i ANUUBDIANTICADIUNITIANITATUNIG
A . . A 9 I v A A a < Y )
99915 (Media Handling) L‘W@ﬂlclflﬂul!u'lvnﬂ{luﬂ"lﬁﬂf]ﬂﬁu@ﬂ@]’E)ﬁf]LN@LﬂﬂLﬂﬂﬂTﬁﬂlﬂWUﬂ?WNNUﬂﬂ

(% sa o o 1
ﬂa'ﬂﬂﬂfW]”I\?ﬁl']uulclﬂllﬂﬁﬁﬁﬂ’]uﬂ’]ﬁmﬁﬁgﬂﬂﬂj'nJEullj\wn\i 9

~ o FY A Y I X ~ A o
MIATINNITIAMIAUNTTOAITVZUAA AR UDINTZVIUMINITATINMTNITTOAIIY NI
o 1 d‘ = 1% a oA d' Y d’ = a a
molutazaieuen Az soanmsaeds saudananifimie ldmsden 1ulidszdnsnmw
) ] 1 Y
499 TIWDINMTINUAUNTADDAUDIADTDFIANAOINOAANANTENUATUAL HID OAANILINAT UL
s = v VoA A s ' A o v
p9An Hazve1e lUdimsainnuiuredovet0IAnIAYARANIBUDN NMITBANUUUIZTADAATDA
o 4 A o 7 I A & g '
AUNUNNTNDITVNTEAVANUTULTIVOUNAMIUNDIANTY T21TU FI09ANTDIVILHUIADINTUT
J <3| @ ° 1 J a 4 g
YoIan Moo NP UTTAVFI NA1 1Az HAMANUHNNITNIITUINANTZNDVOIBIANTUY 9 TAg
] 4 ) o S 1 a [ 1 4 4
Media Handling 9z3atiums@omsdmsumgmssinne ldinanansenuiua i uienovoio9ins
Y 9 4 1Y 1Y oA 4 d.dy [ [ - 1 [
NIENUALGNAIVE903IANT HaznTENUAUNSNIdUYetesnns Tagluniimsdndeusulonsnsnnaiy
M lmuesn1ANIFUIAITY0Y TB-CERT daiumsdiamsisesnodoilomamigniiaissaunuguis

1 @ 4 4 1
ﬂiZ“I/I‘]JG]fJﬂ1Wﬁﬂ‘1&Im"U€N@Qﬂﬂi!tﬁ%ﬂﬂgﬂfaﬁ

Y
KX o J o

' v '
ﬁl"lﬂigﬂ”]Jﬂ’J"I?J?LlLLﬁQﬁlﬂﬂﬂluﬂﬂﬂﬁﬂﬂﬁ 5]81!"Ill"|ﬁ"|‘ﬁl!ﬂﬂluﬁ@uiuﬂTiﬁﬂﬂ’JTNLLagﬂ1§@]ﬂ§]i’)LL%}Q
S A Y A 1 Y A [ [ 4 oA A 4
manisanuaaNIaTy IﬂEﬂ]i’)ﬂ313Jﬁ'f)ﬂ’Nlll.!\uuubluLif’NﬂTiiﬂHTﬂ”l’WﬁﬂHmﬂﬂTﬂJuTl“Bﬂﬂ@ﬂl@Q@Qﬂﬂi
o = o W 1 A Y A = T a o I 1 = ) A
LLE’I$fN5’JllﬂQﬂ')"l?JfT"lﬂileJ,"Uf’Nﬂ"lihlﬂJL‘]JﬂLWfJﬂl@ﬁ;ljaTlagl't’)flﬂf’]'ﬂumuﬁnlﬂu U 1A UINAUAUDN

¥ 0o q ¥ ¢ ay 9
nasmsaon Ianesildesdnsgn Toaud 14

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.39/88



l ANNUAL REPORT 2022 ~& TB-CERT
A

AagN$2IVUNUAISTDATS X

) Y o

1 v E4
nandiag lumsnasanneuizduiiunsdonny 3 2 Wadeasl

v Y
1. W9I5ANTZAUANNTULTIVIADIUMSAINMaUNATUAUBIANT AN ULTITEaD 1A 19U

moluesdns lawnsndfiianuldiaes vie awnsnlfiaanulduaiiulldreanuaii

a YAy Yo
2. Wﬂ1§m1§dm1ﬂjﬂwaﬂigﬂu

" g Iaefinsaneddany iy gnaimalyl gnai SME

o 9 1 Y o g ) ' Ay Y a o Yy A )
B 9yuUNIIU Gl’rNLL‘]NLLEJﬂGlWHﬂL%u 'J’]!f]Ju‘Wuﬂ\‘]']ucluﬁ?uﬂﬁﬂ\ﬂﬁﬂﬁﬂ'ﬁﬂﬂgﬂﬂ'] NIDNWUNITU

A 3 [ o J [ ) N o A | 9
ﬂlﬂuaﬂuﬁuuauu@ﬂﬂﬂﬁ LYU P\hﬂ IT F\hﬂ‘ﬂﬁWﬂ’]ﬂﬁuﬂﬂa DU uau

A a v 9 A Y o a ds’ I @ A L A
eI 2 Wavenriun Tmihnsiansanuuuutlatelumsaennagns lumsaoedis

[

] L A dy
Iﬂﬂuﬂ\?ﬂﬁq‘lﬂ‘ﬁiuﬂ'ﬁﬁ@’?ﬂiﬂﬁu

Jda

1. nagnssuaslfimewna

& a & o2 v A 7 a 2
L‘]J‘Llﬂ’lﬁ'E’]‘ﬁll’lfJLWﬂWﬁLLﬁgﬁ'llWﬂeU@QﬂiUuw1 G]NﬂaQW‘ﬁuﬂ'Jfl'chﬂll@lWﬂﬂ’lﬁmﬂﬂ’lM?u&ﬁQlﬂﬂﬂluiu

' I a H 4 o a [l [ @ J ] 4 J
PIULTN Llaglﬂuﬂ'ﬁ@‘ﬁﬂ']ﬂﬁu 9 Lﬁﬂﬂﬁ]\?ﬂuﬂ'ﬁlﬂﬂﬂﬂ?a@uagﬁﬂ‘]%l’lfl’lWﬁﬂHmﬂ31ﬂJu1L%@ﬁ®m@QﬂQﬂﬂi

J Y v
2. ﬂaqﬂmmuma‘uiﬂnau

3 amdq Y Y Y o a P} o2 v a " W T yA o A
Lﬂu?‘ﬁﬂi%ﬁﬂﬂjﬁﬁﬂﬂﬁgvnwg‘] ﬂﬁlﬁﬂlﬁb'ﬂﬁqm‘ﬁuﬁ@\iﬂﬁ']llﬁﬁlﬂﬁgL@ﬂﬂ@ﬂ?ﬁ%ﬂlﬂu?TEjV]ﬂﬁgﬂ?Wﬂ

I 9 ~ 1 @ 4 9 = 9 =
L”]J‘Llsl,ﬂi ﬁiNﬂ’ﬂmﬁﬂﬁmﬁ’)uiﬂf‘I‘U’fNﬂﬂi‘]JN i’JthNﬂ?iﬁ@ﬁi@ﬁﬂﬂ@ﬂﬂﬂgﬁlﬂﬂ

J o
3. ﬂﬂq%ﬁﬂ1§ﬂlﬂﬂﬂﬂ/ﬂlﬂi‘n‘ﬂ

Y
{a &2 A Y

WINMAM A MINATUAUIHDIM1INANNUANT 04 W3 oANUAANAIAYDIBIANS AU lignm

J @ = a 4 [ a
ﬂl@ﬂﬂﬂﬂﬂiulﬁli‘ﬂﬂ’nmLﬁﬂﬂ%@uiu’)ﬁﬂ%}%‘l Nijﬂﬁﬁﬁﬂ’ﬁwfmiﬂ!1ﬂ1§ﬁi’)ﬁ?iiﬂﬂﬂﬁﬂﬂuﬁﬂﬂ’ﬂmNﬂWﬁ”lﬂ

o =

¥ 4 YAy Yo Ay A aly =2 o a ¢ Ao
Wﬁi’]ﬂ‘ﬂ\?ﬂ’]@]ﬁﬂ’]ﬁﬂllaEjﬂqﬂﬁﬂﬂﬁqulﬂ@ﬂﬁau ﬂ’]ﬁﬁ@fﬁiiuﬂﬁmu@@QﬂTUQﬂﬂWu‘ﬁﬂﬂm@Q@Qﬂﬂi NUAND

Y 1 a1y "o Y A4 9 A 3
N1 aAvfNI LHASADEIAUAIY LW’EJE‘TSN?‘I’N?JWB?JHT,HSSEJSEJW’J

u

4. nagnsuuulfias

sAq v A A g s A A v
ﬂaqmuhﬂuaama%umeuﬂﬂamﬂuaﬂ 11!‘]J"I\‘]ﬂi\1ﬂﬂﬂﬂiﬂ?ilﬁ@ﬂﬂ?iﬂglﬁ‘ﬁ n15 4

@ o a Y A A da! nm Y 1 [ A Y
ﬁllﬂﬂeliLWiTﬂ'Wﬁ]TiQITLLﬁ??WLW@!ﬂWiﬂ!VILﬂﬂsllullll]lﬂﬁdNaﬂix‘ﬂﬂ@]@ﬁ\‘iﬂll nsodsewruluaendig uag

a Y PPN dg( FY 2 A @ a9 @ ~ 1 d' [ d'
‘]J3$L?JL!LL’G’Jm@]‘ﬂﬁmﬂlﬂﬂﬂluﬁ"liﬂimlﬂllﬁllnlﬂ ‘Hi@ENllll3J6Ui’]3;!6ﬁuﬂﬁuulWﬂﬂW@ﬁﬂﬂﬁﬁﬂﬂ’ﬂNﬂ‘]JE‘T@

a9 ~

= A A Yo o ' 3 A o s s A
TAID1TUS ‘ﬂ)’\?ﬁ"lﬂ]liﬁﬁJ'ﬂﬂJﬁLWﬂQWﬂﬂTiﬂLﬁ@ﬂ%giﬁﬁﬁJﬂTﬂﬂ!'f]1ﬂilgklllLﬂUNﬁﬂ@@ﬂTWQﬂHﬂ!ﬂﬂﬂﬂiﬂiﬂ

Y

Yy Aa o q ¥ 7 Y 1A Y
mﬂmauammwamm%mﬂwmwmsm‘gumwmmqﬂ’m“lﬂmﬂmumflﬂ

G 9

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.40/ 88



ANNUAL REPORT 2022 &\ 1B-CERT
y

J
5. nagnimsaaiaelagna

= PPN dg! 9 =2 Y v k) Yo o
Gluﬂﬁmmqmimmﬂmm ﬁﬁW\?ﬂ'J']iJLﬁfJW'lfJﬁlﬁﬂUaﬂ‘ﬂ']Iﬂlelﬂﬁ‘UWaﬂﬁzﬂﬂiuﬂWﬁﬂ’lﬁﬁﬂﬁﬁN

a a = 1 a A v A 4 ya = Y Y =
NUNMITNU NAANUTINIYADTINT UIDNITNYTU @Qﬂﬂﬁllﬂ‘Wﬂ'lﬁfl!'1ﬂ13“]5ﬂ!ﬂ$ﬂﬂ'ﬂll!ﬁﬂﬁ']ﬂﬁh’igﬂﬂ'] BN
2 v Ao = v A A 9 A vy v S v A
ﬁ'ﬂlﬂaTuﬂHﬂuﬂﬂNﬂﬂﬂﬂ%ﬁ@Qﬁ'@ﬁ'ﬁﬁlﬁgﬂﬂﬂlaﬁﬂﬁg‘If'l“lfu‘l’lﬁTU W12 UNMTUAAIANNSURATO U

CIARYAE P EEEY

s A sy o~ o ~ vy v & S o & Y A
L!@ﬂi]'IﬂﬂaQ‘V]‘ﬁiuﬂ'li?ff]ﬂ’.]'lﬂJVWlENiJﬂ']iﬂ'l’ﬂHﬂtlﬂ%miﬂllﬂ'livl’.llm’.]uu 29ANIINT UABIY
o Y v A ' A d' =
mimwumﬁwmnﬂuﬁama%u (Spokesperson) uazgﬂuummz%m‘ﬂwmiﬁaﬁﬁmwmzﬁu‘w
Y d' [ Y o d A 1 ] . = 1
ADINITADANITY hliJ'J'li]%LﬂUﬂ'liGlWﬁ'iJﬂ'lHﬂ!'ﬂiE]ﬂ'liLli‘lﬁQﬂJ'l’) WI1UNTT Phone in NITLVIUVIIAN
= A A 9 o A ] ] v 9 = a 1 9) A
Iclfﬁ)'ﬂﬁlllﬂﬂ mﬂ@m@‘un‘uﬁamu%mmﬂm‘ﬂﬁu I,II‘L!G]H 5')3Jﬂ\1ﬂ15!i§l§'ﬂiJﬂ'lii'l\ﬂl@ﬂ'J'lﬂJTlLﬂu
Y dy Y 1 A A Y v A Y] 1 P
Guemmwugmulcl (pre-message) Glmmazﬂimmaclwmfsmuaumuazmiiumwunmmmq}mimw

a dg!
INAUVU

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.41/88



=
ANNUAL REPORT 2022 &\ 1B-CERT

viIuusSAIsaIuAILUEULLAaLE
wdvidounalsuasiinu
aulusn

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.42 /88



4
'

ANNUAL REPORT 20272 @ TB-CERT
S

10nans Technical recommendation (TR Document)

I P o o ) a
19N @13 Technical recommendation (TR Document) (Hutonasnmernusuziignunaiialu

o A Y 4 = 4 Y d‘ a gj d' [ dy
mssuienumamsat lauana lanues TaelanimsasUsenuluilseguaunsnnivua 30 509 Al

nau

O© 0 N & »n A~ W N =

[ O e e e e e e Y
S O 0 NN AN kWD = O

21
22

23
24
25
26
27
28
29
30

LT

Vulnerability exploited to distribute StealthLoader malware

Log4shell report: Attacks tracked by state-sponsored groups

New Khonsari ransomware and Orcus RAT

Lazarus report: the two TigerDownloader and TigerRAT families discovered
AsyncRAT signaling take advantage of new distribution techniques

Lazarus reporting: Used Windows Update client and GitHub

LockBit report: released a version of the ransomware for Linux systems and VMware ESXi servers
Log4Shell exploitation series

Russian and Ukrainian cyberwarfare

New Destructive Malware Used In Cyber Attacks on Ukraine

IsaacWiper and HermeticWizard: New wiper and worm targeting Ukraine

Russian and Ukrainian cyberwarfare (Continue)

Caketap rootkit by UNC2891 targets banks

Malware Campaigns are targeting African Banking Sector (RemcosRAT)

North Korean State-Sponsored APT Targets Blockchain Companies

Hackers exploiting Spring4Shell vulnerability to deploy Mirai Botnet Malware
Exploitation of F5 BIG-IP iControl REST (CVE-2022-1388)

Grandoreiro Banking Malware resurfaces for tax season

Lazarus hackers attack VMware servers using Log4Shell exploits

CVE 2017-11882 attack alert from CSIRT-NBU (Computer Security Incident Response Team of the
National bank of Ukraine)

CVE-2022-30190 (Follina) Microsoft Support Diagnostic Tool (MSDT) in Windows vulnerability
Black Basta ransomware operators expand their attack arsenal with QakBot Trojan and
PrintNightmare exploit

Pegasus spyware operator (zero-click exploits)

LockBit 3.0 attack on a service industry organization in Mexico

LockBit 3.0 ransomware attack

Cisco hacked by Yanluowang ransomware gang

Critical vulnerability for Microsoft Exchange in active exploitation (Zero-day)
LockBit 3.0 Ransomware Distributed via Word Documents

OPERAI1ER APT

Black Basta Ransomware | Attacks Deploy Custom EDR Evasion Tools Tied to FIN7
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Cybersecurity Alerts to members
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1 MILduAoUNeANAINNIG lgleF (Hive Ransomware)
2 udadounuauNe1en TauAruN19Ye9 11352 VY VMware Digital Work Space (CVE-
2022-22954)
3 9oya IoC NM3 Exploit FS BIG-IP (CVE-2022-1388)
4 doya loC ¥991%1 Follina Y9IWAAS N Microsoft (CVE-2022-30190)

5 "fll’eJiJ"a ToC meiﬂﬁﬂwami Pegasus operator (zero-click exploits)
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Welcome Note
Mr. Chartsiri Sophonpanich, President Bangkok Bank,
Advisor to The Thai Bankers’ Association
“TB-CERT Cybersecurity Annual Conference 2022”
The Next Chapter of Building Trust and Collaboration
Venue: The Athenee Hotel, a Luxury Collection Hotel, Bangkok
Date: September 22, 2022 Time: 9:00-9:10am

Bank of Thailand Assistant Governor, Khun Siritida Panomwon Na Ayudhya,
Distinguished guests,

Ladies and gentlemen,

Good morning

It is my great honor to welcome participants from many countries, representatives from Thailand’s critical
information infrastructure organizations, defense, telecommunications, energy, and all banking members to
this TB-CERT Cybersecurity Annual Conference 2022.

First, may | thank the guests of honor, partners, and the speakers for taking part in this event. | would also like
to thank all of you for participating. | hope that you are looking forward to learning from each other and gaining
new insights into the critical issues we will discuss as much as | am.

This is the 5th year that we are holding our major annual conference. While the Covid pandemic has started
to ease; working environments, risk conditions and the cybersecurity space, along with the knowledge and
skills needed to drive future innovation, continue to evolve.

Adapting to such changes presents us with a new challenge, one which requires us all to reflect on how we
can more effectively collaborate with each other and build trust with stakeholders throughout this great
transformation. As we come together today under the theme of ‘The Next Chapter of Building Trust and
Collaboration’ | would like to mention three key areas for us to focus on.

First, Thailand and the rest of the world is undergoing a rapid digital transformation driven by the adoption of
technologies that deliver convenient services to customers while increasing business efficiency. However, this
transformation has seen a corresponding rise in digital fraud and cybercrime, the combatting of which requires
us to remain vigilant and implement clear workflows for mitigating such issues.

Second, it is key that we do not see cyber threats as an IT issue. Responsibility for managing these threats
lies with multiple departments and teams. On the macro level, we must work together through cross-industry
organizations including those focused on Thailand's critical information infrastructure.

Third, our combined success depends on us all working hard to develop, strengthen and enhance competency
and skills of our cybersecurity teams so they can adapt to the ever-changing spectrum of cyber threats.

This conference is one of the largest cybersecurity conferences organized by the financial sector. We are
privileged to have experts from leading organizations share their experiences with us throughout the event.
We also have a cyber combat session to serve and enhance our skills and provide network opportunities for
our cyber security people. This time we have expanded the cooperation to include the defense, energy, and
telecommunications sectors. | do hope that this conference will also help increase public awareness of cyber
security and enable us to collaborate more closely on this very important subject.

I'd like to take this opportunity to express my gratitude to the Bank of Thailand, the Thai Bankers’ Association
and MITRE and offer special thanks to all other sponsoring and supporting organizations. Your consistent
support is the foundation for the success of this conference.

Thank you.

s1gviuUs=l 2022 AugdszauviudiunaiuduavdasofeinalulagansauinAnNIANISSUIATS P.47 /88



4 = m— 2
l ANNUAL REPORT 2077 ~&™ TB-CERT

NS

Ustusaniwaisdaviu TB-CERT Cybersecurity Annual Conference 2022

1. Welcome Speech
Khun Chartsiri Sophonpanich, Advisor, Thai Bankers' Association and President,
Bangkok Bank

2. Opening Remarks
Khun Siritida Panomwon Na Ayudhya, Assistant Governor, Payment Systems

Policy and Financial Technology Group, Bank of Thailand

SR 3. Keynote: Taking MITRE's ATT&CK to the Next Level

icant negative conseq
of the organizationy

Khun Barbara A Grewe, Director of International Strategy and Policy, MITRE

4. Panel Discussion: Privacy, Security, and Unfairness in adopting emerging
technologies

Moderator: Khun Pipoauh Poomkaewkra, News Anchor Nation TV22

Panelist:

1.Khun Barbara A Grewe, Director of International Strategy and Policy, MITRE

2.Khun Chatchawat Asawarakwong, Chairman, Thailand Banking Sector CERT

3.Khun Kritiyanee Buranatrevedhya, Partner, Baker&McKenzie Limited Attorneys at Law, Bangkok

5. Closing
Dr. Kitti Kosavisutte, Honorary Advisor and Committee, TB-CERT

CYBERSECURITY

ANNUAL CONFERENCE 2022
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Key/Highlight Takeaway
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* What kind of Threat and Risk that really concerned in Banking
Industry/Finance Sector?

+ Trend of Threat in 2022 and On-Going

+ Digital Transformation Risk/Challenge which originate from Digital
Transformation era

+ Where to Manage Cyber Risk in Digital Transformation ?and also sample
scenario

[ J o .. .
Yasane lsuesveanism Digital Transformation H1f

M35UIMS” NeluaU TTT Virtual Summit: Enterprise

+ How to Manage The Cyber Risk in Digital Transformation (e.g. ISO30000)

+ Cybersecurity Project in Digital Transformation and Sample project

+ The Strategy of Digital Transformation, What the thing need to be changed?
+ Law and Regulate to protect and driven Digital Transformation
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Vulnerability Used in the Situation and Recommend Mitigation

1.  CVE-2018-13379 FortiGate VPNs
2. CVE-2019-1653 Cisco router
3. CVE-2019-2725 Oracle WebLogic Server

4.  CVE-2019-7609 Kibana
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5. CVE-2019-9670 Zimbra software

6. CVE-2019-10149 Exim Simple Mail Transfer Protocol

7.  CVE-2019-11510 Pulse Secure

8. CVE-2019-19781 Citrix

9. CVE-2020-0688 Microsoft Exchange

10. CVE-2020-4006 VMWare (note: this was a zero-day at time.)

11. CVE-2020-5902 F5 Big-IP

12. CVE-2020-14882 Oracle WebLogic

13. CVE-2021-26855 Microsoft Exchange (Note: this vulnerability is frequently observed used in

conjunction with CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065)
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Managing Director and Chief Information Security Officer
5UIAINEANT Ny
AaaNAN giaunina
Director, IT Security Office, Information Technology Department
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Senior Vice President, Head of Security Management
FHUINTNTIUNN
AMUTAANA U1
Senior Vice President, IT Security
FUINITNTI INY
AMININ ANAGY
Head of Digital Technology Security
a J
‘ﬁu'lﬂ'lill‘l/l YNIUYY
d
ﬂmﬂsznanq‘ﬂ a3y INA
Q Y
Team Head of Information, Security Detection and Response
‘ﬁu'lﬂ'li‘ﬂﬂ'lill‘ﬂﬂ‘ﬁu"lﬂﬁ
d a ¢
AMNANA ademfall
Head of Cyber Security Department
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Inspector general, Chief Information Security Officer
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Bank of Agriculture and Agricultural Cooperatives
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(U¥¥Y) Bangkok Commercial Asset Management
Public Company Limited
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Bank of Ayudhya Public Company Limited
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Bangkok Bank Public Company Limited
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Bank of Thailand
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CIMB Thai Bank Public Company Limited
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Citibank N.A.

mnmsiemsadesmaziw i alszmealng
Export-Import Bank of Thailand
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Government Housing Bank
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Government Savings Bank
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Islamic Bank of Thailand
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Industrial and Commercial Bank of China (Thai)
Public Company Limited (ICBC Thai)
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KASIKORNBANK Public Company Limited
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Kiatnakin Phatra Bank Plc.
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Krung Thai Bank Public Company Limited
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Land and Houses Bank Public Company Limited
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Mizuho Bank Bangkok Branch
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National Credit Bureau Company Limited
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National Digital ID Company Limited
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National ITMX Company Limited
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Processing Center Company Limited
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The Siam Commercial Bank Public Company Limited

snmIauaua ansmesa (Ine) $1da Gmww)
Standard Chartered Bank (Thai) Public Company Limited
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Small And Medium Enterprise Development Bank of Thailand
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The Thai Credit Retail Bank Public Company Limited
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TISCO Bank Public Company Limited
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TMB Thanachart Bank Public Company Limited
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United Overseas Bank (Thai) Public Company Limited
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