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TB-CERT

TB-CERT Activities 2019
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Cybersecurity
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Program

Reverse Engineering “Malware Analysis” workshop
28-29 March 2019, Bangkok Bank Rama 3
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Development
Program

Secure Design for Data Privacy
17 December 2019, National Credit Bureau Head Office

n1sduuu1 Secure Design for Data Privacy TB-CERT lasuifiwsfiannineins aaugau $9#3296
He1uien15e1la Wnthie T Security suim1siesiuAy Alaunlianudinesfiuwifa Privacy by Design
wwnsluniseenuuuiiienisdaiudeyadiuyara Wislisesiuiunsevvasngruneduasesloyadiuynna uaz

GDPR #iug1un1500nkuusU Information Security 5313 Design Pattern Nianunsauntuldla
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TB-CERT
Cyber
Combat

Cyber Combat
6 September 2019, The Athenee—A Luxury Collection Hotel

MIuYetunIsudsdy Cyber Combat dntuselioadunsadl 2 Wewmuvinusves U iRauiunis
Uesiusgluiveslaedyidudaduanninn1ssuinns sauunau wasmiieauauiuag 533 30 7

Banking
Cyber Drill

Hybrid Exercise

Banking Cyber Drill
2 October 2019, Bank of Thailand Learning Center

(Y]

nsteusuiiodtluuosnanissuias wie Banking Cyber Drill sntusiaiiondundail 4 Hinquszasdasdl

. lensziumsdensuiiedeluues BifuimslatiufauiudiufuiiRnu Tnedassanumsainsdenlsiing
Sufudadulauluanunisal

e ileUssliuinulunmsiesginislasimslewes msussfiuwumaudlouasdesiumg

. iiledndeunsmevaussiowmnmniudufeussanauiildiuainssuu Threat Intelligence

o ledndentunaunisneuauewamansaiiaunfnInnslansinislaues nssutunsUsvatuau nannely
VBN 5¥NINMUINURU TB-CERT *3fumiigaungusniagasn sy

o RWRUINSTUIUMSSUTB g U TUTEANS AN WL aNAUNIANITEUIAIT SIUNIESUES19ANUSINL D
SEMINISUNASANUNTNLAY TB-CERT

Tnglulilunmsdndeuluzuiuu Hybrid Exercise wian1sdndaueandu 2 dw fie
1. gt WunslindeuvesiinuoRau Sfdnsmeu 124 auanesnsaudn TB-CERT

U
2. ¥ave Wumsiindewvesituudms Tfd13amau 131 auainesAnsaundn TB-CERT wazmbisauiiieites
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#FincybersecTH2019

Financial Cybersecurity
Boot Camp #3

1-3 November 2019,
Bank of Thailand Learning Center

TB-CERT @u1ANsUIANTINg
sudumhgnuneglatunintannasmin
STBMUNITENTEAUAMUNSBUSULDAY
Ananuleiuas (CERT Readiness) Aiana
5573 N5 MIamu kagnsuseiudy
lauA suimsuisusewalng driinau
ANZNIINNISAAULAZALESUNITUTENDU
§3naUsEUNY dUnUANLATINNS
AAURANNSNELATAANSNNSNG ey
drdnnuimugsnssumediannsedng
(2IANTSUMITY) 9ALATINS Financial
Cybersecurity Boot Camp ﬂ%ﬂ‘ﬁ 3 1ned
fnguszasdiioiialontalunisiamn
MinweAy Cybersecurity wagldunnsasns

A | iala
wisevguaansyulmindauaulanu
AU Cybersecurity Tunian1sidu sansEnvinvenunsudatunsluiunslauinas Jesiuszuy Felutilfigidnsy

i
1A 17 i 53U9eEY 64 au daulngMas@nuseAuUSaaesduln 3 uasdn 4 9ndadnsviadu 30 7
521 109 AU

Tech Career Coaching
30 November 2019, Krungsri Ploenchit Office

#TechCareerCoaching

TB-CERT saufiusuiansusialssindlne uagee
YAAINITRY 15 su1A1sanIBnaunausuImsing lunmsdnau
g dnsumaluladansauma sadulassmsdedes
910 Financial Cybersecurity Boot Camp 1A59n15 Tech
Career Coaching I¢dntufundausn finguszasdiiiols
aafnsnansduladlenalideyasninndn n1sinau uae
Nunsanwu IT wasidunsadiuasotiosenindie
yAaINsvatatAnInIan1siulunisasisyaainsludenu IT
WngnansRusiuiu dnuadieun wazyshindineian
29ANTNNANSRN N1sIRuRsnanlasumsneusulueg1ed
1nfidsmundt 250 au Fanangidisaalasins
Financial Cybersecurity Boot Camp 971U 24 AU
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nisaswnouns:nandna:inlenelsives (Awareness Building)

Executive Banking Forum:
Worldwide FSI with New Threat Landscape
25 April 2019, Intercontinental Hotel Bangkok

¥
Y = ]

Nuduuur Worldwide FSI with New Threat Landscape luassil laddudmsuguimsansau

welulad  sumsimtideiunsinwianudasaieresssuuwasteyavewthenuandn  neldsuiesh

Y Y . = @ Y a v Y o s a v
q]qﬂE\JlLGUEJ'JSZﬂQJ,U'ﬁ(UV] Firekye GZNLUUPﬂWUiﬂWiﬂWUﬂ?WNNUﬂQUa@ﬁﬂEJI‘UL‘U@i iJ’lU'ﬁiEJ’l‘EJLLaﬂL‘LJaEJuyﬂJaJENmu

o (%

Aanududauvesieananlulagiu wwimdunistesiu 957933u wassulledudennaiy sV aNsalAnw

NFUNANTHNUTELNA

ASEAN Banking Cybersecurity Conference
BUiIding 6 September 2019, The Athenee Hotel-A Luxury Collection Hotel
A Resilient
Organizational MuduunUses1d ASEAN Banking Cybersecurity Conference i
Culture neldidendn “Building A Resilient Organizational Culture” ialduns

Waueansiiianunseninluisaswes Cyber Resilience lnguusn13dnau

oo du 2 @1 LA UFUNUTIVINT Usenousieiite

fUNUIIAU Technical Wag Management SIUEINTITHARS
solution nUTENFaTuayy Feilfauladisiunundy 400 Ay
INNANISRUNTEUIANS Stulsemdalneuaye@ou saunNs

MhgnuauNITamuLaznsUsEiudY

nanwausuuasnaUnNUlng ALRARS tanaumily
MEnwaunausuIAsive way s 3sln fud
Uszan gimssunsuissemnelng
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TB-CERT

n1s39sna:n1swiluIInsgaunulsiuas (Research and Development)

iPentest Guideline Workshop
26 April 2019, Bank of Thailand Learning Center

e (vt Weshei=y)

IPentest

TB-CERT saufusuiaswistssinalng Tunisdniuuufjifinismagaulanzssuukuy Intelligence-
led (Intelligence-led Penetration Testing Guideline: iPentest) Fadunsnageuanzsyuuludnuasiaiiou
W30 Red Teaming muasgILEING Lilenszduanuniesuesanitunsiulunisdestulariuileds
anailuues Tinmstestuiiudsuse anedufonnaumslawesléviumsal amnsaneuaussdomnnisal

LLaz{jﬁuizU‘uLLasﬁmﬂéfiméa sualadalviniseusuiieasisanuianudilalusesiena

nasissioyaniiungwlunlasnnslsiuesia:as§1unMUEUWUSS:HIWEUIBN

Annual Meeting
24-26 May 2019, Siam Commercial Bank Training Center, Chonburi

TB-CERT l@idnanuussyuaunan
Uszand Faduionssunguduiudias

. Fvnsauenusuralasnielewes

IA & ) ~ I
WWOLUUNTTEANAUDILAL I WU

&-QL

b o v
ol \ Usga1Uvee TB-CERT mnm%mmgmq

gl .
aw #,é 2 \‘/ ‘ a v a ay o
S oy S wialla Taundnladilontanuly i
o\ ‘ o B A - T a a v ¥ o 6 !
2l e S '.‘*‘ o Aanssu uazEsuasenuauRusTEnINg

A1NTNINIY
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3 fqueu Yoyarldusyuy PayiD
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'0, V774

JIns1:AInANISnilul 2562 1IRguniul 2561

Tt 2562 Twgnisalinuanuliuasasadeineitesiunianissuinsilan legdlewseuiisey
fiud 2561 fenudsunUaseisll

1. WuBvinsaoduna:Uanuldendiu

NFIBNUMRANITURBTIMALITRsTUsUIASIuUsEWAleN TB-CERT lasuudeuntunuinusunu
Auleifia@aninasld https weliduledduguidedionniu fundia 77% dagun 1 wazdlewWSeudisuriv
dndiuansenuadANsTilanain AntiPhishing Working Group (APWG) wuanlutaslasunan 3 vesdidl

a o

USinonduiindedild HTTPS 9 68% [1] faguil 2 Fsiimuaenadesiuaifiuiivdsiifeadeatusuimsly
Usemelnedl TB-CERT lé¥uuds wosdsiuuliudadulunn q laswiadnine Snausninesazidenlds
Trsmssushnidulasifuisndnvionecn esnnuisnmaniasiidanmnislivinsldnaen 24 dalus
wazususEnAaaeen wssliaulalunisudladeymsne LLazLﬁaWUﬁuvlﬁzjﬁﬂ‘u%qgﬂ%mLﬁuﬁiaaéqﬁQﬂdﬂ'J
gl takedown 1 uenanifludl 2562 wufindaiivaenansinduszuudu uennszuuTesEIAT 1L 0365
Facebook ALY Line Yasw wieldinasnanudeyadiusse [2] dssodrsluzui 3 dsluilagiu
TnyTesszuudig 9 onvasfiaudenlesiu wu 198wa office a1 0365 LUaiasldau Facebook w3e
wsotnedseuoaulatiing 4 uenanifldnuueudsdinislidedyfuassiarhudetilunnszuudnge il
deusninesannsnalussiaiuvesszulnssuunisldfazannsndaasemningldnuveandoldse fuu
Fléumsiiuanasnistesdu wu nsldszuuBudiusimenatstlade (Multi factors authentication) 14

swaruuansnsiulunrardd sufensldldduavesesdnsivatnsldauasetnednueoulal Wunu

Andun7ld HTTPS LwiuAsTa

d . i
WAendusunatslulssndng nlasuuds

http

sui 1 wanoUsunrusSesa:msls HTTPS uuiBulurillsBoiieuiu HTTP A TB-CERT [Asutdvnonunlul 2562
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% OF PHISHING ATTACKS HOSTED ON HTTPS
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QUARTER

% OF PHISHING ATTACKS

sufi 2 uanuusunrusesa:uauiSuluAlsBOAlS HTTPS nolan Ing Anti-Phishing Working Group (APWG)

= 0365 EMAIL SECU... e}

Message Help Acrobat Q Tell me what you want to do

5 Mail Delivery Group <MailDeliveryGroup@ > 281~ 33PM
® ©365 EMAIL SECURITY ENHANCEMENT - User Action Required! v

As a new security measure to improve our email system, you are required to update your 0365
account into our encryption technology in order to protect your personal information

To enable encryption, please click here

IMPORTANT! All outbound messages will be placed on hold until the above action is taken.

Note: This message was sent from an un-monitored mailbox, please do not respond.

=" Microsoft

© 2019 Microsoft Corporation. All rights reserved. | Terms of Use Policy | Privacy Notice

suUR 3 uanumagulsBuRnasnadcuiiu 0365
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4@

2. 1auosIslwa (Fileless Malware) naleiluinalinnaniuaninastouls

Tulidnduusninesanlnyiinadsifaufliinddeldlunsland  Seaenadostunisaianisalluld
HuNwes TB-CERT Tnenisidsunlasiinufiefinisideumaiinain Script-base (@eld powershell script &
Tlild) Wasuunduldinedatldumheausilaenss wie Memory code injection [3] wniu Ingl
snfudoadeulridtawsadlussanar dwarliiusunsuilosiuaurinsaduldeniuniniy wenanildd
msasasauslsindiihauuussuud §oansduiililld Windows 8nde Tnsusninesngu Lazarus léasns
Fawsl3wduuszuuUftanig Macos ievluedeyauumiemiudt Sainsiann Framework dwiuas
fawasl8ndun Linux 3o FireELF [4] LaruandeeguuBumesiine lilonafiuaninesazanunsaadis
Taurdlglwdun Linux ety egralsfnudaudiinesldnusenuanudemeintussfdedienualaiie

wRsunstestularanadssionainiulueuanle
3. Dauasnwauwaundwawasnlunisloud
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v a a

vo93as Emotet [5][6] Tudaunueou Fenauntinil Emotet WuUwUIANINTIU winsaliiudnaAua1unse

a
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vassaslitiainuaiuisaian1sidulnsdu  wazdeadin  usnandluvisarewusduduiawas
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Fonale
(Ransomware) 3nse Ty Emotet agldmadinnisunsnszatasiiunsdiua Jwo1aazdadulnduuy viederd
Tamillnanld 91nfegiewes Emotet il 2562  Wuwangywaenarsiniinisuwanvilsde “Permanent
Record” ﬁgﬂéﬁﬁmma 999 Edward Snowden ofiafiuSnwvmanadaliiudineuannuiuasuienfive
ansy (NSA-National Security Agency) dlowdenandomninanuazdalnduuuudr dauasazvnsulue
foyansdenduldnuduanardBuadelunusedediarefinluniednie venntanadivenivledi
TusmsenegingAnssusiaurd (Sandbox) o ANY.RUN wiud1 Emotet Sadusfauasinusniasluseud

2562 [7] 9nA18 é’fﬂgﬂﬁ 5
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B . -

FILE MESSAGE

Mon 9/23/2019 9:26 AM

Snowden’s book topped Amazon's bestseller list

Message W Scan.doc (146 KB)

Dear,

First, they spy on us, then they persecute whistleblowers, now they ban
books. Freedom? Time to organise collective readings of Snowden book
everywhere. Go, buy the book now, read it, share it, discuss it.

The book is in the attachment.

0 See more about

sun 4 mogudwanuuuludianos Emotet [6]

ANY.RUN

o \ Follow |
@anyrun_app -

il Annual TOP10 threats by uploads to
ANYRUN!

#Emotet 36026 W
#AgentTesla 10324
#NanoCore 6527
#LokiBot 5693
#Ursnif 4185
#FormBook 3548
#HawkEye 3388
#AZORult 2898
#TrickBot 2510

1] #njRAT 2355

Free Malware Reports - ANY.RUN

Use our malware sample database to research and download
files, hashes, 1OC ets.

VoSN WOUN =

1

ANY RUN

sUn 5 anfuanudiuou sample AgnalAs1Alu Any.run Guidu sandbox NIBIIASLAWNFANSSUYBIALIS
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4. deyasolnavinaanasua:giudoya

Tl 2562 Mrhuindeyadiuypradudmngvewenines Bdlulifinnsusznmaldan GDPR-General
Data Protection Regulation wae w.5.Udunsasdoyadiuymana 2562 Builivseinuiidahaulaunndsdu
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3. Cobolt
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5. Silence

o a

nauuaninas Silence nauwaninesdyuisades wazdidmnelanfanrdunisdulusadedundn 1wl

]

'
a a

Haldnaiansdsdwaflvdwaznasnindudaneundusalusi LﬁaiwiwﬁiﬁaLmawé'fﬁﬁm'ﬂ%muag S
Faudumstusudwavesmiioss fvnsenunuiiinisdsduai 170,000 adu felunivglsy e wae
Uszmelunquanaimleien Tusnuidandmivededs 80,000 atuly 12 Usene @9 TB-CERT lailasu
PenuRansenuiinaveangunsiululsemelng ledauridnanannsognauiaissnouiiuneslu
aodun1sRulaudlagwenen Lateral movement i‘dé’uﬂ%mamﬁama%ﬁﬂssmama%’amﬂaﬁm Snvradls

(%

weneupIuay ATM laglidndudesinnadauaslug ATM iefivzalueiudneie

31 Version 1.1




sn8gd1uUs:9U 2562 TB-CERT Annual Report 2019

6. FIN7
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Useindlnegaglildidmuneg wiluddafinaliaveaTawisniraula Aedauis BOOSTWRITE wu dropper %

ulumheanudwinnu (ledudauasussianlilig) wazanunsonensia payload 7ilsdusenyuad
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I@suann@sniies wenaniidell ROFSNIFFER &l payload veuiawisil azgnivandhiulnswaideaiuiu
Insiwaves NCR Aloha Command @ailugendwisaldusnisdnnsuazunladamussnsussaunananistnsy

Rurulng ludnuazvas DLL WOAIUANTEUUUINITIANITAINAT

81080
1. https://docs.apws.org/reports/apwg_trends report g3 2019.pdf

2. https//www.cisco.com/c/dam/en/us/products/collateral/security/2019-threats-of-the-year-cybersecurity-series-dec-
2019.pdf

3. https://resources.infosecinstitute.com/malware-spotlight-fileless-malware/

4. https://kalilinuxtutorials.com/fireelf/

5. https//www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-exploring-emotet-elaborate-everyday-enigma/
6. https//fossbytes.com/top-malware-2019/

7. https//any.run/malware-trends/emotet

8.  https//www.globenewswire.com/news-release/2019/11/12/1945147/0/en/October-2019-s-Most-Wanted-Malware-
the-Decline-of-Cryptominers-Continues-as-Emotet-Botnet-Expands-Rapidly.html

9. https://securelist.com/biometric-data-processing-and-storage-system-threats/95364/

10. https://www.pcsecurity-99.com/2019/12/07/infamous-lazarus-apt-hackers-group-attack-mac-computers-with-fileless

-malware/

11. https://resources.malwarebytes.com/files/2019/01/Malwarebytes-Labs-2019-State-of-Malware-Report-2.pdf

12. https://securelist.com/kaspersky-security-bulletin-2019-statistics/95475/
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3. nasugns:uu loT — Internet of Things
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6. ﬁagaé‘folnaumﬁu Repository 510 9

AU Repository {Huiuniilidwiuiiudeya muaunestulasuyslAniinuty Wy Github waz
Pastebin 1wy ainuszdnsnmlunsihauswiuresinimugenduisaig q sglsinuusninesion

sinsvordatiumanllunisuandreldniunisianzszuy Wiaudusinsusdeyaninuausing q Auluenla weuns
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vudumantule deyasiluaidinnulduesumiu Repository laun Fedadgld swanu swdsariidnsnsin
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1% )

Judu detumsidhseiadeyaiilvadmsfumdeyanivmeaniiing

97080

1. https//www.rsa.com/content/dam/en/e-book/20-predictions-for-2020.pdf

2. https://documents.trendmicro.com/assets/rpt/rpt-the-new-norm-trend-micro-security-predictions-for-2020.pdf
3. https//hello.global.ntt/en-us/insights/future-disrupted-2020-technology-trends

4. https://securityintelligence.com/posts/ibm-x-force-security-predictions-for-2020/

5. https://www.technologyrecord.com/Article/which-technologies-could-change-enterprise-it-in-2020-101253

6. https://resources.malwarebytes.com/files/2020/02/2020 State-of-Malware-Report.pdf

7. https://www.crowdstrike.com/blog/4-cyber-threat-predictions-for-2020/

8. https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2019/11/20151759/KSB2019_APT-
predictions-2020 web.pdf

9. https//www.boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/top-9-cybersecurity-trends-for-
2020.pdf

10. https:.//www.mcafee.com/blogs/other-blogs/mcafee-labs/mcafee-labs-2020-threats-predictions-report/
11. https:.//www.forbes.com/sites/gilpress/2019/12/12/42-more-cybersecurity-predictions-for-2020/

12. https:.//wwz2.frost.com/news/press-releases/artificial-intelligence-seen-as-key-technology-game-changer-but-

implementation-challenges-remain-finds-frost-sullivan/
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TR19-005 Auussiiuarivtasivivaeae .
@ TB -C E RT CVE-2019-0708 fihinadaaiuuinis
T Loy Bankin ¥ ERT - - - e
\/ Remote Desktop Muluszuuujumnisiulad m

° o o w ' o o v oa
Auuzinieanutesinivuneay CVE-2019-0708 Mtheadasiuuinng
Remote Desktop meluszuuufudnisiulaad

WWEUWS Ul 20 nounIAY 2562

USuugeenaniuil 20 nquanaw 2562

lulasvenviuszniAunnd CVE-2019-0708 #itAwatoeriuuinis Remote Desktop nnelu

- vm - ¢ - & - =i voalaa £ v
53Uy URN153ulAd 9 Remote Desktop Wuuinisieygywligafiansatusaidrfisuazaiunu
l - v v Y wvdy Y e v - - woow v LR
wnsesnaufameslannsserina lnenmsldnmuiugideimssdhiicasipdimsududnuiietydgld
wazswartu Jeazanunsaldlunisitniisld Uin1s Remote Desktop gnAadanmIauiusEUUU{URNS

laad faust windows XP aufisszuulfiinmsiuladdinesduaan

eazIBuavesYadivi

daslnidinanaunsailiglanfauisadnddadldnldinssering (Remote Code
Execution) Tnglsisufusiasvinisudusanu (authentication) urpgndle amanedetasinitvinlif
sruuUiEmsiulmdannsagnlasilasilisudusomsiu SyBdld uassiarin uasislelonddnse
uwdrannsatiBanseaniadd malulaseariinssindedluidndietsasgmirlulflumsleuduuy

' - ' “
wormable 8879 Wannacry filaufuazunsnszaaluisens

seuUTildsunanseny
Fasinidinaniinanoszuuyiiinisiulaad 1oun Windows 7, Windows Server 2008, uay
Windows Server 2008 R2 duszuuuiansilafunansevuusiliil support wdoeg1s Windows 2003
and Windows XP Ianaiinanunwdmneta KB4500705 lufnds ssuasidenionanssredsii [3]
nurewmg dmiuszuuuuanis Windows 8, Windows 8.1, Windows 10, Windows server
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@ TB"'C ERT CVE-2019-0708 Mine3t@nuuims
\./ S ‘ Remote Desktop muluszuudjiiniiulmd m

AU

1. windndudesldau Remote Desktop T niun1sSnnnunndussssuuufianisilasu
NANTENUAINLENATT919D4 [1] wag [3] ae19L39a7U

2. winbiddusesddan Remote Desktop Tvinnmsenidnmsidany anuenanssnsds (4]

3, mstanunsidmesailisadvanaeuen

4. Fvsanuiuusigunsaieietie ielestundaiiseSamaidhils Remote Desktop Ingnssain
Muuen F9919vzRTsaRnnslEnu Virtual Private Network (VPN) ¢

5. #9138un15149971u Network Layer Authentication - NLA Tun1suSuusisArauand@vasnisld
Remote Desktop muenanssnsds [5] SamnliannsafndeunmdvieUatunisidaids Remote
Desktop If Wiillaldanu NLA iieanmnadesiionafistuandesinidnan

6. Anseusunlusunsudasiudausildnu wedsunuwuimalumstestusoduinandn

1@NEH15919849

1. https://bloegs.technet.microsoft.com/msrc/2019/05/14/prevent-a-worm-by-updating-

remote-desktop-services-cve-2019-0708/

2. UJ.JJ)S:/ www.bleepinecomputer.com/news/security/microsoft-fixes-critical-remaote-

desktop-flaw-blocks-worm-malware/

3. https://support.microsoft.com/help/4500705

4. https://www.lifewire.com/disable-windows-remote-desktop-153337

5. https://social.technet.microsoft.com/wiki/contents/articles/5490.configure-network-level-

authentication-for-remote-desktop-services-connections.aspx
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1I9NA1SIWIWS

nsigauuazdudunnuasuatedade (Multi-factor Authentication)
aauil 1 (1/2)

CHEMWTIUT 11 nangrl 2562

nsiigauuarduduiany (Authentication) Aoazls

- A v

nsiiguiardudiudamy (Authentication) tunsyurunisitldlunisnsivasudidudidnlduinng v
gsnsau vielininensiyaeaduidudmessts falnehlusimunszuiunsfgaduastudumauluying
A9 WusEuLeSeTwdumeiile wunisidnfaliyTtue wielgydieletedieuesulad diusnnastioald
Foty uavsianu Tnofswanuiinau venfeessduiuly deduly Warakwdudussernaiuu
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TR19-008 AuuzsinAsaiumsiuiianisiafva

@ TB-’CERT N{NUBNING3 Fancy Bear (APT28)

° o d o [ '
Auuztnneanunssuiientslaufvasnguuanines Fancy Bear (APT28)

WELNSIUN 8 weeiney 2562

USulsangaiui 8 woAdniau 2562

AudUszaunuiuamiaasadsmaluladasaunaniAn1ssu1As (Thailand Banking
Sector CERT w3a TB-CERT) lésudioyasn JPCERT/CC [1] Fosmslauduuumsufiasnslwuinng

(Distributed Denial of Services #3® DDoS) wama"ucﬂﬂuﬁ‘?‘ia APT28 %38 Fancy Bear fifin1sdediud

WUy Fagun

v

1 WeaFenaldarnmintsanulugandunisiSu winesusienis uaznatluy Wudu s

v ¥
G- |

wanselifntululssnavaiedssina

' s

nduueninasilaudaulnsinroasa  Wun DNS NTP wae CLDAP saulufislnsianea WS

il

Discovery (UDP/3702 multicast address 239.255.255.250) & supgmunasifi a3 urams il nlea
15,300% [2] waz ARMS-Apple Remote Management Service (UDP/3283) [3] My

ANVUTYRIDINA

Sender: <sender_name>@ctemplar[.Jcom

--MESSAGE--

We are the Fancy Bear and we have chosen [redacted] as target for our next DDoS attack. Please perform a google
search for “Fancy Bear” to have a look at some of our previous work. Your network will be subject to a DDoS attack
starting at Monday (in 5 days). (This is not a hoax, and to prove it right now we will start a small attack on [redacted
IP] that will last for 30 minutes. It will not be heavy attack, and will not cause you any damage so don't worry, at this
moment.) What does this mean? This means that your website and other connected services will be unavailable for
everyone. Please also note that this will severely damage your reputation amongst your users / customers. How do |
stop this? We will refrain from attacking your servers for a small fee. The current fee is 2 Bitcoin (BTC). The fee will
increase by 1 Bitcoin for each day after deadline that passed without payment. Please send Bitcoin to the following
Bitcoin address: 1DBm16Z53Z4mfVj6ffIXLRIZtWFIvInCwL Once you have paid we will automatically get informed
that it was your payment. Please note that you have to make payment before the deadline or the attack WILL start!
What if | don't pay? If you decide not to pay, we will start the attack on the indicated date and uphold it until you do,
there's no counter measure to this, you will only end up wasting more money trying to find a solution (Cloudflare,
Sucuri, Imperva and similar services are useless). We will completely destroy your reputation and make sure your
services will remain offline until you pay. Do not reply to this email, don't try to reason or negotiate, we will not read
any replies. Once you have paid we won't start the attack and you will never hear from us again. Please note that
Bitcoin is anonymous and no one will find out that you have complied.

--End of MESSAGE--
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Subject: DDoS attack

We are the Fancy Bear and we have chosen XXX as target for our next DDoS attack.

Please perform a google search for “Fancy Bear™ to have a look at some of our previous work.

Your network will be subject to a DDoS attack starting st Wednesday (within X days).

(This is not a hoax, and to prove it right now we will start a small attack on a few of your IPs that will last for
30 minutes. It will not be heavy attack, and will not cause you any damage, so don’t worry at this moment.)

What does this mean?

This means that your website and other connected services will be unavailable for everyone. Please also note
that this will severcly damage your reputation among your users / customers.

How do I stop this?

We will refrain from attacking your servers for a small fee. The current fee is 2 Bitcoin (BTC). The fee will
increase by | Bitcoin for cach day afier deadline that passed without payment.

Please send Bitcoin to the following Bitcoin address:

Once you have paid we will automatically get informed that it was your payment. Please note that you have to
make payment before the deadline or the attack WILL start!

What if T don't pay?

1f you decide not to pay, we will start the attack on the indicated date and uphold it until you do, there's no
counter measure to this, you will only end up wasting more money trying to find a solution (Cloudflare,
Incapsula and similar services are uscless). We will completely destroy your reputation and make sure your
services will remain offline until you pay.

Do not reply to this email, don't try to reason or negotiate, we will not read any replies. Once you have paid
we won't start the attack and you will never hear from us again.

Please note that Bitcoin is anonymous and no one will find out that you have complied.

JUT 1 uansdnunigBuiaug [1]
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TR19-008 Arsuztiifeaiumsiuiionisiauives

nesuanined Fancy Bear (APT28)

Indicator of Compromise (I0C)

[IP]

213.193.124[]178 | 77.245.135[.]76 87.251.185[.]1197 | 186.249.85[.]62 173.225.97[.]159
73.222.102[.143 87.238.149[.]14 43.252.18[.]154 78.96.4[.197 180.100.133[.]21
141.213.30[.181 137.99.120[.]107 | 190.218.75[.]12 1.225.103[.]192 186.233.204[.]15
93.148.227[.]167 | 184.67.233[.]66 73.215.166[.126 73.184.131[J152 | 194.165.135[.]37
90.79.181[.]162 181.126.191[.195 | 186.4.206[.169 78.96.4[.197 201.20.109[.]156
128.9.168[.]175 95.180.32[.]125 160.226.137(.]18 | 1.225.103[.]192 207.99.1[.]106
82.112.195[.]37 181.51.57[.]46 98.242.135[.]12 78.96.4[.197 216.15.163[.]130
80.219.165[.]93 77.120.40[.]141 181.46.188[.124 186.249.85[.162 220.243.237[.114

179.219.122[]179

188.0.152[.]204

24.139.113[196

62.112.106[.]110

222.216.190[.1151

128.255.242[.]214

195.35.85[.]169

50.206.77[.]90

91.211.245[.]17

24.103.42[.]134

135.23.41[.]7

177.0.33[.]1194

161.43.205(.]202

73.184.131[.]152

42.123.67[.]10

141.219.40[.]200

47.51.133[.]130

93.170.188[.]147

179.52.58[]71

62.32.103[.]141

134.102.89[.]135

92.83.149[.]135

202.160.16[.1144

167.59.10[]111

69.174.3[.194

207.61.192[.1156

31.211.144[.180

220.130.80[.1212

103.63.190L.166

70.88.196[.1178

96.47.194[.]1168

13.94.104[.]145

1.225.103[.]192

54.171.57[.168

71.71.127[.149

50.246.36[.15

78.131.204[.]106

186.249.86(.]98

104.130.2[.1169

77.81.107[.]173

185.44.131[.]72

109.199.51(.]209

81.25.62[.]153

104.225.15[.]131

77.81.107(.]189

1.224.87[.]99

89.218.62[.]12

73.184.131[.]152

107.0.160[.]33

77.81.110[.]208

185.44.128[.]135

54.36.172[.]201

125.75.132[.153

116.196.93[.]71

77.81.110[.]36

93.190.144[.]101

40.76.194[.]159

162.151.72[.]86

123.56.73[.158

85.17.68[.]133

89.42.31[.]105

93.107.107[.]147

98.197.252[.]15
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Azl

1. ynlasuBaddugnisTend egrdneludavn

2. dhsz¥adefinsundatunsdasfiienamnanuisiavlefinuiiudsliludiuan Indicator
of Compromise

3. Ussdiuwansynuiionafintu uanwsumenuanumsaireguivis wnfvamsaifandn
Wity uagsudun1smIunsEUIuNIMaUALEUMANTSRIR1uAIMUABATY (Incident
Response Process)

a. Vssaunuiudliindumedidn lumstatunsmilinainmeusngiaietievasmisny
aulwslnAea UDP/53 UDP/123 UDP/3702 way UDP/3283 winlilaldau

5. Uszaunududliuinsdumedidn (lelhssTafigunsalinierisiiiertes Tnsiame
gunsaffliluntstiesiiu DDoS wia DDOS protection aendlnddn

6. Uszanuauiugliudnmsdumesdn Wewdsumasmssuilesiuiu wu nsnsemsmiFin
(filter traffic) w38 N3TULULAIS (shape bandwidth) Fidandathwnenislaud dusu

7. dhsefainuuuudisiiidnensiaund mnanumwiaund Ienesivssinmuamsm
fndiliinnnuiaunity uazuds TB-CERT lisunsuitawioumstiosiusely

8. ihsumMsdeAuiugnAl mniiamansalanfate

1ONE1581989
1. https://www.jpcert.or.jp/newsflash/2019103001.html

2. httpsy//www.wired.com/story/ddos-attack-ws-discovery/

; ps://www.netscout.com/blog/asert/call-arms-apple-remote-management-service-udy
3. https://www.netscout.com/blog/asert/call-arms-apple-remote-management-service-udp

4. https://nkigov.hu/fievelmeztetesek/tajickoztatas/tajekoztatas-ddos-tevekenysesre

fisyelmezteto-zsarololevellel-kapcsolatban/
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Us:squnssums  Senior Vice President

Head of Security Management

ydsud 8F0SNOVA  USEN ndns TBlua-inAlulad n§u

souus:snunssun1s  Deputy Managing Director
Head of IT Security

nAwLA faovAiAal  suIAISNSVASEYSY unmau SVASIVA  suIAISINYSAUNAU
nssums  Senior Vice President nssums  Senior Vice President
Cyber Security Department IT Security Head

dauusni AstynnsAad  sunmsanaumsa BISInesa  Us:nanny LAVGOLFA sunmsnmsing

nssun1s  Head Country nssun1s  Team Head of Information

Technology Management Security Detection and Response

oA Nuadan aurausuinsing

lAavIuNS Head of Payment System Office (PSO)

2l

AfinA dsossruga  aurAusuAsing §130 J0A3AJ  aurAusuiAsing

Wgostavnis  CERT Manager goglavyms  CERT Relation Manager

49 Version 1.1




sn8gd1uUs:9U 2562 TB-CERT Annual Report 2019

daunsn TB-CERT

sinmsidiomsinunstia-annsninmsinuns SUNMSIAgSAUNAU TR (UMBU)
Bank of Agriculture and Agricultural @ :j;‘?;‘éi’.gﬁ.f Kiatnakin Bank Public Company
Cooperatives Limited
" SUIMSNSLASEYSEN DNA (UMBU) . stnrrsnsolnelean (rmi)
YW\ krungsri B - - @ Krungthai 3
L ank of Ayudhya Public Company Limited o, g ) ) o
. el pany ¢ ngdlng Krung Thai Bank Public Company Limited
e s (Krungsri)
L suMsllaug 1puA 1§d 91 (Usu
Banghok Bank sUIMSNSLINW 91AA (UNBU) LH BANK \ ( )
SWERTSNSIm : ) o o Land and Houses Bank Public
s Bangkok Bank Public Company Limited _ - - -
' Company Limited
, UsSyn dayalnsAnIALEIA 911N
su’msunonmﬂTna N C B National Credit Bureau Company
Bank of Thailand .
Limited
B2 CIMB THAI  sums Glodud Tne oham (UMou) USUN Audus:uoawa $1n
sunms Slowdud Tna CIMB Thai Bank Public Company Limited Processing Center Company Limited

7~ e — sunAsingwrtisg F1m (UMsu)
c|t| sumsEALuLN ( M The Siam Commercial Bank Public
Citibank N.A.

Company Limited

sinmsatnumsassinasa (Ine) 9111m

sunmsidismsavaantia:tindirous:inelneg Standard \ (Urmuu)
. d 0 Export-Import Bank of Thailand Chartered S gtandard Chartered Bank (Thai) Public
Company Limited

SUNANSEIASAVIAS:A 5 sUNASSUBIN TR (UMBU)
SUIAISSULC . e
Government Housing Bank et ueth Thanachart Bank Public Company Limited

suinmslnelnsan iWesnegos SR

sunAsauau @ sowsThainsaa (Umuu)
Government Savings Bank S The Thai Credit Retail Bank Public

Company Limited

sunmsledus (Ing) 91A (UMBU) stnmshalit 31 (gl
Industrial and Commercial Bank of China orlsto TISCO Bank Public G Limited
(Thai) Public Company Limited (ICBC Thai) maleey

sunmsdaauirivus:inAlng sinmsnmsing 51 (Urmsu)

e 5 _ _ : o
R ik A Islamic Bank of Thailand TMB Bank Public Company Limited
- e 2 e o sumsglal 31A (UmMsu)
Nii' MX USGN 1S Teriauens onfin -HH— UOB %%  united Overseas Bank (Thai) Public
National ITMX Company Limited

Company Limited

UsBN 3% aumasiusunua Us:indlng

swimsnansing sunmsnansing 91 (UML) VISAQ S

T R (KASIKORNBANK Public Company Limited) _ \ ,
Visa International (Thailand) Ltd.
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Security is not the responsibility for IT alone, It Is belong to

Everyone in your organization that needs to well manage it.

oS @

The Thai Bankers’ Association

4th Fl., 5/13 Moo 3, Chaengwattana Rd.,
Pakkret, Nonthaburi 11120

Phone: 025587500

Website: www.tba.or.th T B y C E RT
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