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4.1 Principle 1 : ("Lawfulness, Fairness, and Transparency”)
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4.2 Principle 2 : (“Purpose Limitation”)
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4.3 Principle 3 : (“Data Minimisation”)
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4.4 Principle 4 : (“Accuracy”)
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4.5 Principle 5 : (“Storage Limitation”)
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4.6 Principle 6 : (“Integrity and Confidentiality”)
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4.7 Principle 7 : (“Accountability”)
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52.3 gudszluridngdadia (Vital Interest)
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52.5 uiszluiourausssy (Legitimate Interest)
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1. Identify a legitimate interest

What is purpose of Necessary to meet the Necessary for the
data processing? purposes of the data purpose of third party’s
controller interest
2. Necessity test
‘ Important? ‘ No other way? ‘

3. Balancing test

Expectation of others Value-added? Negative impact?

ausasn s dunslogiunas: lsmiaureusssw

Legitimate interest Assessment (LIA)

lunsdszifinmsldgiunadszlomisusousssy swisarlalasfansa 3 avsdisznay
{ 1 e A 1 v Q/ 1 ‘& v o 1 v
frwlumsdadulaagaminzanlunislagiuaina desdesinaunistszaanataya

fauuans auleur
1. srynadszlomidurausIsn (Identify a legiimate interest)
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2. mudinanadayadiuyanadanuindudesuiarsluniussgiagdszasd
(Show that the processing is necessary to achieve it)
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3. myinmauqasznivwadsloridureusisuvassuianimienalszlosiues
yanafisy nudszlosiuazinfiaininaaddrvesdayadiuyaaa (Balance it

against the individual's interests, rights and freedoms)
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AUIITNYRNNDUAE M INAW Ankcildenaat IwaInIalumINgIas

° ﬂsaulumiﬂi:Lﬁus:d'ummwﬁ’au%’uﬁanyﬂqﬂmuvlﬁmua§§1%%’u;§ﬂs:ﬂaugﬁﬁa (Cyber Resilience
Assessment Framework- "CRAF") 1185%% 1.1 uazfafung lasfiniuamenIsumsmnunannIneg

LRSARIARANNING (N.8.9.)

® niaunatszliuanuniandiu Cyber Resilience muldnaninusinsfnbguansuInisnnudodmu
waluladansauing (Information Technology Risk Management) 289801L%NNIL3% 18 TUIANTUAS

dsznelng (5.U.0.)

® Data Governance for Government 3331AitNatayan1a3g o¥T% 1.0 lagd N NUWAMTILAAITA

(BIRMTURITH) (RFNT.)
® The General Data Protection Regulation (Regulation (EU) 2016/679) (‘GDPR’)

® Data Protection Directive 95/46/EC of the European Parliament and of the Council (General Data

Protection Regulation)

® |nformation Commissioner’s Office (ICO) Guidance available at https://ico.org.uk/for-organisations/guide-

to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/

® NIST Federal Information Processing Standards Publication (FIPS PUB 199) : Standards for Security
Categorization of Federal Information and Information Systems available at

https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf
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https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf

LNEUNT T TUTT 28 L8 2564

® NIST Special Publication 800-122 Guide to Protecting the Confidentiality of Personally Identifiable

Information (PII)

® NISTIR 8053 De-ldentification of Personal Information available at http://dx.doi.org/10.6028/NIST.IR.8053

® Malta Bankers’ Association Data Protection Guidelines for Banks May 2018

® Malaysia Personal Data Protection Code Of Practice For The Banking And Financial Sector

® |SO/IEC 27001:2013 Information technology - Security techniques - Information security management

systems — Requirements

® |SO/IEC 27002:2013 Information technology — Security techniques — Code of practice for information

security controls

® |SOJ/IEC 27701:2019 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy

information management — Requirements and guidelines

® The Guide to the General Data Protection Regulation (GDPR) by Information Commissioner’s Office

(ICO)

® GDPR for marketers: Consent and Legitimate Interests Published by The Direct Marketing Association

(UK) Ltd Copyright © Direct Marketing Association

® Hong Kong Guidance on the Proper Handling of Customers’ Personal Data for the Banking Industry by

Office of the Privacy Commissioner for Personal Data

® (Guidelines on Data Protection Officers (‘DPOs’) - ARTICLE 29 DATA PROTECTION WORKING PARTY
16/EN WP 243 rev.01

® (Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely
to result in a high risk” for the purposes of Regulation 2016/679 - ARTICLE 29 DATA PROTECTION
WORKING PARTY 17/EN WP 248

® (Guidelines on Personal data breach notification under Regulation 2016/679 - ARTICLE 29 DATA
PROTECTION WORKING PARTY 18/EN WP250rev.01

® FERMA'’s Views on the Guidelines on Data Protection Officers Adopted on 13 December 2016 by the
Article 29 Data Protection Working Party, 15 February 2017 by The Federation of European Risk

Management Associations (FERMA)

® (Guidelines on personal data breach notification For the European Union Institutions and Bodies by

European Data Protection Supervisor (EDPS)
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LNEUNT T TUTT 28 L8 2564

® Advisory Guideline on the Personal Data Protection Act for Selected Topics, Issued 24 September 2013,

Revised 9 October 2019 by Personal Data Protection Commission of Singapore

® Sample Clauses for Obtaining and Withdrawing Consent, 25 May 2015 by Personal Data Protection

Commission of Singapore

® Singapore Code of Banking Practices — The Personal Data Protection Act (“PDPA”) by The Association
of Banks in Singapore (ABS)

® (Guide to Developing a Data Protection Management Programme, Published 1 November 2017, Revised

15 July 2019 by Personal Data Protection Commission of Singapore

® Data Classification Secure Cloud Adoption, June 2018 by Amazon Web Services (AWS)
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17. Appendix A

1. Product: Saving Accounts
A 2)
Branch Request for Open

Saving Account

F

v
3 s 0
: Open saving account N
Bank Back. Office el e e Record the Interest Income Calculation | | Request for
Operation transaction approval transaction and Stop Accruing Interest withdrawal
3
Marketing and
Bank Business Office produgct
Development
: Prepare deposit confirmation )
Custodian Company T CreiTE ChEmier »[Pocument keeping,
Custodian
company)

Product: Saving Account Process Flows

Process 1: N3¥UIMNIINAIWINA AN N (Marketing and Product Development)

NINUIIVIINTBNA (Collection)

*  Front office 2a3mwmIANTYNMAAUTILTINTaYAIBYAARINaNATLTIn NN szasd lum ety Truswmaniann
*  uNuNNIIAMaRIBURUNNAMIKAaAIIIas TN ML TIuTINdayannnsliandviinnsanuuuWasunidTannuiiwala N3

LLUUQB%VLE\]‘II LT BJ’]%‘YI’NL%UVLGIWT %30 LLUUQBWVLQTI LD ﬂ’]iLﬁU"lTﬂHﬂﬁ]"lﬂﬁ"l“ll']“lla{iﬁ%"lﬂ’ﬁ
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msliaua (Use)
A o A o €9 vw ] A o a o A o 2 a & a o A
*  uwRuNMIAAaRIBUNUNNAREaAI IETayaduyaaaiialtlunsriidbusswamniai et uliviienzinndnsinsesgndianis
8379 Product Program uazad 1 atenIsunuSmsauninguazniidn (Asset and Liability Management Committee : ALCO) LN8ATIaN%
wazayaiinsaan Product Program
. o 1 v b A b a o 6 d' v Y d' v o a 6 = (3 d'
*  Front office thasTaya lUdununniamaniaununamnaaimsl inalddayanldnnuuudsalumilianzianuimwealazasgnd e
o Qs Y A 1 v A dl o Qs a Qs 6 A a [ v Qs £ v ;
i lddsudpmiliuimaudgndniaiath ldwanndadmsinsauinmilwildassnuanadasmavesgndmindu

mMudaigTans (Disclosure) — N1 slusuiag

*  LNWANITARIARIDLNUANNWINRA N DU ﬁmsdﬁa;&a mmﬁawalwadﬁﬂﬁﬂﬂﬁ,muﬂmimslLﬁalﬂuﬂWiﬂWLauaNﬁ@m”meﬁﬁ%au'%ms
%) =Y Q 4 4 v Qs v v l&’
YT NNLA N WA ONAAN WV AUVAITUIAT LA LR ATINLAINADINITVBIANAININTY
U

NIAALNUTANS (Storage)

. Lquﬂmmm@ﬁmiLﬁuLaﬂmsﬁ"lﬁ%’umnmsmaﬂLmuﬁﬁwmmﬁawa’l,waag}ﬂﬁ”ﬂ (Hard Copy) wazdnmsaunwdu3luszuuvessuans
(Soft file) 1w LAULUITZUURANVBITUIANT (Core Banking System : CBS)

* dmufuensslugtuuuveanidifeniadiu (Hard Copy) ﬁiﬁ%’mmgnﬁﬂﬂmé’uanms auszazaftimnelunloungrasswins 1w
10 § %é’aa’mﬁgﬂﬁﬂéuq@mmé’uw“’uﬁmaﬁqiﬁﬁlﬁ'mmms

* dmufudeyalugduunvaslnddiinniafing (Soft file) luszuunanvasswianmiaszuufiiietas (Relational Database) iuianiiinue

v
v

Tuulgtngvaasuiais v 10 1 %ﬁ'amﬂﬁanmﬁuq@mﬂwé’uw”uﬁ‘moﬁqiﬁ%ﬁ'umﬁmi

U

Process 2: ﬂ’l‘i‘llaﬁ]ﬂﬂ'muﬁaauﬂ%'wﬂ( (Request for Open Saving Account)

MINLTIUTINTINE (Collection)

* imanununateyadiuyaaazesgndiananvassias inemadadyTeaaniug it suwndanlszziou, Ta winans, wulas

1523naUsz N, ﬁag;, nedauting, sudg, uaz AELTU LTUAR
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M3l aua (Use)

*  Front office ¥hnslitayaie Hududrausasgnanugutoyazassuias iiaanaseuigndauainaiadugndrvassurnianiala
*  Front office V‘hmﬂ%ﬁagmﬁaﬁuﬂ'uéﬁmul,l,azm'maauL'ﬁamm"ﬁaLﬁﬁ]ﬁ]‘%ql,ﬁmﬁ'ugﬂﬁﬂ (KYC, CDD) enungnanainerunistfadnuias
Unudnuniwaniis

. ° P o A o o v o A A o ')
®  Front office ‘Y]’]fnil,ﬂUU‘IJQH@U%U%@]?@lu"ﬂQ\‘]Qﬂﬂ’]ﬂﬂi’]ﬂ?jaﬂlaﬂuﬂﬂﬂﬂ@laﬂLﬁ’]iz’]ﬁ

Process 3: m‘sm&aﬁmswal,?Jﬂﬂ'zy%aaam%'wzf (Open Saving Account Approval /Saving Transaction Approval)

mslsdana (Use)
*  Front office ¥nnIdsdayadIuyanaaIgndNiIuMInTIIFaUMNTarinuaadn)nany "lﬂﬂ’aé’lﬁ%’uakttym (Authorized person) LT
winhununidudn iiavinsveeayd@nailatytaaauning

nmaaiwgpua (Disclosure) — mn’lmmms

*  Front office fnmidssatayasiuyanazasgndmeluuaun uazdsllgwianiununinarnnisveayd@nmadadyfeauning

Process 4: N1390La323LNa B EWN1I/NIIWVDIZNAT Prepare Deposit Confirmation for the Customer

° vlaiﬁﬁfﬂmmmiﬂi:mawaﬂ’agamuﬁwaagﬂﬁﬂuﬁammﬁ

Process 5: N13LNULANATS (Document Keeping)

MINUINENTENA (Retention)

a < o A A o A v v [ A o 9 A v o 9«
i NﬂqiLﬂULaﬂa’]ilugﬂl;l;uumaﬂuﬂaa%iﬂﬁ’nu’] (Hard COpy) YIVL@]‘J?IJﬁ]’mEJmﬂ’]VL’SILuﬂaGLaﬂmi‘uadﬁu’]wﬁ RIVIAINNUIBNIQALNUNEUN Ad

SZ&IxL’Jﬂ’]ﬁﬁ’]%%@I%%IUU’]El“llE]x‘i'ﬁ%’]ﬂ’]i LB 10 I %é’da’mﬁgﬂﬁﬁuq@mmé’uw”uﬁmagsﬁaﬁ'mumﬁ
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a 6

* dimunuteyalugduuuvasiWddiinniefing (Soft file) luszuunanvaisuiaIniaszuuiieItas (Relational Database) Luianiifimua

Tunlgvngvassuiais vw 10 i %é’amﬂﬁgﬂﬁﬁuq@mﬁué’uw”ufmaq‘iﬁaﬁ'mmmi

Process 6: N13a91i1n13:10209N15%11530333 (Record the Transaction)

M3l aua (Use)

@

*  dayananaduvesgndt 1w naneweiyd Nenudeyanadnoewiuluiyd vealiudinfinusuas gnduinluszuulasdaluda

maiaiedana (Disclosure) — nalusuiany
£ n{ 1 a v K (% a a v ni Aa e .& < qznid o
* dayafiadluszuy CBS winnummaImmIdnield awmansuszntinlunisdjudes saduldamulvusvasswans gadswmnalu
° A Ao , o o R R o v o A o v R o & o . Lo
mamnueingainan azdasdribifisanudndulumslideyadalinadnfsdayanuwiuluanaunan Confidentiality
. mmwagaiumsuummyngnLfl@LNUI%ﬂULLN%ﬂUfymeauu‘nﬂmagaaﬂmzw awﬂumsmmLLasz”lwagalm:uumy‘*ﬂmﬂu‘lﬂmw

WUV ITUIAT

Process 7: N13A1WIMA1 15 enanLile (Interest Expense Calculation)

MILNUTILNNTDNR (Collection)

* Sales & Marketing/Front Office FnmMItAUTILTINNIAAMHITIgNFTLRaN

nMIkaNs (Use)

a A

. ﬁagaL‘fn’auvl;’umaaNﬁmﬁmﬁﬂﬁgﬂﬁ’nﬁangﬂ Configure sruvyRTiNavinmMIdwId lginsaanidoneiulasaalula

v

MadaNaTaNs (Disclosure) — mﬂmmms

* uwnuninflasudeyainatduiindnltinoaanidoasluszuuvasunans

L5 = v
N1IALNUVBUR (Storage)

A o g =

* LLN%ﬂﬂm“ﬁﬂWﬂ’ﬁﬁ]@mU"ﬁ’aHaﬂﬂdﬁqiﬂii&ll%ﬁ’)u“ﬂ ao@amﬁﬂaﬂmww 24TUIAT

72
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Process 8: N13naniw/ilalinsnusuia1s (Request for Withdrawal/Closing Account)

=3 v .
N1ILNUIIVIINVBYA (Collection)

*  UUTBINIIBOWIAL Insiiuunadaya [ winsweeIiadsziia (PIN), meiaie, uas ﬁagamsﬁuﬂ'ué’muﬁaﬂmsmmmﬂwﬁw
o lugaImevesanunswang dnmafununutaya 1 syaldun waz dasdedaadszmawuagnen

M3kETaua (Use)

@ A

* dayasruyananniaiununsntasmisaulaiianltlundududauvesgndn uazaud@nminawiuanind nevnsdadys

v

A o

* dayasruyananniaiununsntasmimhinllunbududiauuesgndt uazagddnisnawdnaniyd wiavnidedyd

Mg tana (Disclosure) — N1 slusuiag

> A

* ununiTlasudayaanuaun Front Office nianntainvaanlatt iNavhnstufinmonisnewdunia Nemybavafaluszunves

o

I

NIAALNUTANS (Storage)

* ununig@imaduiuiinnenmimahsinsnensmsdhn newdunielavad Tluszuvressmanduna 10 Divaniuga

mmé’uw“’uﬁmaﬁqiﬁﬁ]ﬁ'ugﬂﬁm%@nuﬁuislm PUDITIIANITRNRUA
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2. Product: Loan Process

Notify Client

Notify Branch 4

Branch Client TequeSt fo Regarding Loan Manager and
2l Rejection Client
rF 3 Fy
No

k Back . @ L ( 5)

Bank Bac : oan o
Review Loan Request[— Yes Enter Information into
: ; L Approval —
Office Operation Application ngision Bank System
r Y
A 4 5
Custodian Document \
Company keeping,
Custodian

Product: Loan Process

Process 1: Qﬂﬁ’lﬁ%ﬂ')’mﬂizmﬂﬂ%ﬂ’liwaaw,%a (Client Request for a Loan)

=3 v .
NNILNUIIVIINYBUA (Collection)

. ﬁﬂ’mﬁmamauiagadmyﬂﬂamngﬂé”]ﬁ'LLé”ammﬂsmaﬂ“lumsmaﬁw,%aﬁ'uﬁmmiﬁmm °1TaHaﬁﬁmmiﬁwmnﬁmamm LT T

WINENA ﬁagam%‘w ﬁaymmvlﬁ 192700300037 ﬁa;&a@jama Luaw

M3l aua (Use)

° 'ﬁu’]ﬂ’]il“ﬁflla%lﬂﬁ?%uﬂﬂa Lﬁai'mqﬂi:mﬂﬁlumimaﬁm%aﬁ'uﬁmmi

MdaNaTaNs (Disclosure) — mﬂmmms
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. mmﬁmidﬁa;&aﬁﬂﬁﬂLLa:LLUU‘V\Iai’umiﬁumaﬁm%a@iavlﬂsTa back office operation Lﬁ'aLﬂj”ﬁgjﬂi:mumﬁmﬁxﬁﬁm%a

L= = v
NIQLNUVDUR (Storage)

* mdmafuienaidsznaunisveduden lasuangndnilugduuudiwienans (Hard Copy) uazlujtuuvvasdianniefindlWd (Soft file)
M IELAwAY B luszuuesswans

Process 2: 5S¥1A1IAIADUAIIDIVaAWITD (Review Loan Request Application)

msldana (Use)
* Back Office Operation #17ayagiuyAnaTaIgnANLTInNIzaIR NI RULTE [NaHududauvaIgndn (Identity Verification) waz 1
aTIReUANNINdaILazATUTIUTaILULNE SUNTYa RULTE

Mg tana (Disclosure) — N1 slusuiag

. ﬁmidﬁagaquﬂﬂaﬁagﬂugﬂuuuﬁmmmﬂmi (Hard Copy) LLaqugﬂmeaaﬁlﬁnmaﬁﬂéﬂw5 (Soft file) LNBLIIANNLTZFIALUANTVD

a A ' val a A . A o a €a A a va A A 1
fwda dalUlduuimnanaiiins (Risk Management) tharnsliamziawsouazRasannseusiaausadald

Process 3: 5#1A130ai0/Uf)Ld5 A13092adWITa (Loan Approval Decision) Waz Process 3.5: udgaaana twnsmiisuiasifiasa1iasne
SuLzna (Notify Client Regarding Loan Rejection)

M3k aua (Use)

* {iu Risk Management hdayadiuyaaauinatziiiuanaiinsvasgdd anumunsalunisiods: ihedsznaumsfananniseuiaauise

maiaiedana (Disclosure) — nelusuiany

b

* dnsddayadiuyanaTinniinamlianzidayaiasinvasgndn gy Underwriter inavihmaidudayiianiadfiasnislifuide uazuss

3 o

Tayanav ity Relationship manager PeIE A ITIgnAaiMILdINaM T R TanugneN waztwamsetiunslududaly

u

NIAALNUTBNA (Storage)

* WNuN Risk Management fimatiudufindwafuisa namyliarzidayaiasia uinamiaydaniadjiasnislifudeluszuyvassumians
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e o Y

Process 4: LI AKIANITAIVIUAZYNAT Elunitﬁﬁﬁmmsmg&mmsaamaam%a (Notify Branch Manager and Client of Loan Approval)

madalwgrpua (Disclosure) — mﬂu%%amwammms

' A A @ a A A aw | = A a @y A o v A = A
®  RVITUWIANTRILANRITINLNYINUNNTVAR LD D Gﬁﬂwmaaaaqul‘!ﬂﬂaLLazLﬂuLaﬂa’]iﬂuma‘ﬂ’]ﬂﬂg%“qEJFLVW»J’]Uﬂquﬂﬂq%uq‘ﬂluﬂ’]il’ﬂﬂLaﬂa’]?ﬁja
"ﬁl@]"ﬂy']\?ﬁﬂ?ﬂﬂ']uﬂqﬂuaﬂ Lﬁaﬁqﬂ’]iLﬁU%’ﬂH’]@n&li’%@auﬂ’]i@i’uﬁuﬁqumﬂﬁﬁuqﬂqi

NIAALNUTANS (Storage)

* Relationship manager vaig1u1uazuNunAgITaslunsduiunisveduise vnmsdaiiudayadiuyaaavasgnd 1iu driasafuite ua
MIaRlAFwTaLAzIaNaN T IzNaUM VA ANITE
1 { { Qs a { & v 1 &5 { v IQI a L= v ]
*  mnmwmaIEienaINiieInuMIvefwTe Silideysdiuyaaauszidwanasninaningnansliuiunniviarey wiadaieniisau

AMEKAN LNBYINNNIIALNLAUTHAB NI IR UHUITUYDITUIAT

Process 5: N13LAUL@NENS (Document keeping, Custodian)

NIAANUTBNA (Storage)
. ﬁgﬁﬁmﬁwﬁmﬁﬂﬁlumﬁ@Lﬁmaﬂmi °IJE]dm‘ll’]ﬁﬂ’ﬁﬁ’@LﬁUiﬂHﬁLLﬂd@]’]@Jﬂi:Lﬂﬂ Tugwpadtanssaualiun suadniaaau L luwa Ay
Juas wndwenzsuszinndindianniaingnisukun Risk Management azinstuninuazaanu 3 luszuuressuansasudiuaannis

aym“’@ﬁm%a

MINUINETaya (Retention)
. iagaﬁ’méﬁmaagﬂﬁm‘”ﬂugmmmaaLaﬂmiﬁuaﬁuﬁaéum (Hard Copy) LLazlugﬂLLuwaa"LWz\i{ﬁLﬁﬂmaﬁm? (Soft file) F5z8zaanlunns

LAUINE 10 ﬂffn@“’@Lwigmfﬁ?mq@ﬂ’n3Jé’uw”ufmaﬁq‘:ﬁﬁ]ﬂ"’mmms%%@mﬁuMmﬂmaoﬁmmiﬁmu@

Process 6: n'liadﬂ'%ﬁnﬂiz"i?mmn'ﬁ‘ﬁ’lﬁqiﬂﬁ&l (Enter Information into Bank System)

M3l aua (Use)
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v 1

° °nauamuqmamaagnﬁﬂgﬂﬁuﬁﬂlmzuwaaﬁmmi

2

v

> =3
NIQLNUVDUR (Storage)

v

° aﬂﬂﬂ’]iﬁﬁﬁqiﬂiiwﬂl aagnﬁﬁgﬂﬁmﬁﬁlmww 23IUIANT

Process 7: N13lananizalii ”ty%ﬁﬂﬁ”l (Disperse Loan Funds)

nM3kETaua (Use)

. fﬂﬂﬂd?%ﬁ_;ﬂﬂaﬂlE]\‘iQﬂﬁ"lgﬂlﬁﬁalﬁ"ﬁu’]ﬂ’lﬂauﬁ%lﬁﬁﬁuLLﬂ'E\}ﬂﬁ"]

3. Product: Mobile Banking (Registration Process)

1 ® s
N
. . Register for Mobile Phone Number . |Registration Completion
Mobllli! Apf\llcatlon : Banking Verification - Notification
nterphase Y
; (D)
Bank Back Office NS
Operation and Systems Registration is

h 4

Identity Verification Recorded
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Product: Mobile Banking

Process 1: N1320&3A7 129U UNALATH (Register for Mobile Banking)

=3 v .
N1ILNUIIVIINVBYA (Collection)

ﬁﬂ’]iLﬁ‘UTJUi’]Niﬂ%lﬂﬁ’é%l!ﬂﬂﬂ’%’maﬂﬁ'] LT T WINRNA WLV ATUIZI U sz T

M3k aua (Usage)

v

. aﬂamuqﬂﬂamaaﬁﬂﬁwzgﬂlﬁﬁ'aLL{Tommﬂszadﬂ“Lumwaaﬁ'ﬂs’lfﬁmu Mobile Banking Application 2835W1A13

. v

o doyasiuyanavasgndflilunssiasgniufinid1szuuvas Mobile Banking

NIAALNUTANS (Storage)

, v

* dayasiuyanavadgnenfiltlunmssiasgniufinignszuuves Mobile Banking Application uaznniaiiulugiudayavassuinng

Process 2: ﬁ%’lﬂ']iﬁ%ﬂ’%ﬁl@l%gﬂﬁ’l (Identity Verification)

MILNUTILNNTDNR (Collection)

* dimanununutayadiuyaaavasgndadasld Mobile Banking 1Mz udayauassuiang

msbiiaya (Use)
* wuuihdaysdiuyaaazaignd1Nadinsld Mobile Banking iNadutudiauuasgnd (Identity Verification)

NIAALNUTBNA (Storage)

* dnstufindszi@nsadandildiu Mobile Banking adliluszuugiudoyazasouians

Process 3: anandiugwaianlasnaigiaalnsdnridafia (Phone Number Verification)
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M3kt aua (Use)

v o A

o szuultnanuaulnsdwyia aagmﬁnﬁamuﬁw"ﬁﬁwmmmmmmw AMIEUIWI TR UAIA AR INTAnTidaia

2

Process 4: Uszian1sasnziiiangnantiniinasluszuy (Registration is Recorded)

nM3kEvaua (Use)

. l%ﬁaymﬁal,ﬂ@mﬂ%a’m Mobile Banking Application

MIAALNUTBNA (Storage)

* 32U Mobile Banking Application Yhn1sdaiiudayasiuyansannIzalinuizuy uaztayadiuyaaazgniainulugudoyaseisuiais
¢a'ld

1 ~ [
Process 5: Ltgdgﬂﬁﬂ%ﬂnﬁiaaﬂxtnH%Lai%a&lginz (Registration Completion Notification)

M3l aua (Use)

* iiUULLiﬂ'ﬁT‘lﬁW]ﬂuﬂ’]iﬂ\‘i‘Yl::Lﬁ&luLﬁ%ﬁ]ﬁNHifﬁLLﬁQﬂﬁﬁUu%ﬁTﬂad WOUNWRLATH
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4, Service: Internet Banking (Purchase Product Process)

Retailer Website Select Payment Method P rcﬂ?gst?fii:tci'g?wssml
Interphase
'y
4.5
Login with Existing Copnuf?r::n?:-zi?on Notification of
Bank Website Interphase Usg;';?‘:"‘srg”d and Identity Un;:tccesiful
Validation ElE
Yes
v
: ©,

Bank Back Office - : o Transaction is Made and

Operation and Systems » Identity Verification Recorded

Product: Internet Banking

Process 1: gﬂﬁ"uﬁ aNDBITLN® (Select Payment Method)

\Aa &
* VL&ISJ "ﬂﬂiiwﬂﬂiﬂi“’wﬁﬂNE]"IIB&JGE‘T'J%@I’J‘D aaaﬂmluﬂﬁmﬁuu
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[ a
Process 2: Qnﬁ/’laanam’fﬁizuu Internet Banking (Login with Existing Username and Password)

=3 v .
N1ILNUIIVIINVBYA (Collection)

* dmunununuteyadiuyaaannandiamaidawdngszuy Internet Banking

maiaietana (Disclosure) — hlgiuananany

. fﬁﬂad’suqﬂﬂaﬂladgﬂﬁ’ﬁ’mﬁﬁUﬂ@lﬁ(ﬁ@d‘ﬁﬂi: QﬂdammmwuL"iuvlsﬁ@‘i’maﬁmﬁw 738 Q’Lﬁu’%mi

NIAALNUTANS (Storage)

* 32UV Internet Banking Yinmsiiudszi@msasmzidowidngszuuvadgnen

Process 3: ﬁmm‘sﬁuﬁuﬁaﬁuﬁn@’ﬁ (Identity Verification)

MIALUIIUIINTINE (Collection)

* dmaiununuteysdinyaaaaigndaimadoudngszuy Internet Banking ez TayasI%1AAAUBIRNAINNITULYDITUIANT

m3ldaya (Use)
. i:uuﬁﬂ‘*ﬁagamugﬂﬂamaagﬂﬁﬁﬁamuﬁwﬁw;ﬁswu Internet Banking W&z ToNAEIULANRUBIGNANAINIZULUDITUIATT Rafugudaan
madgﬂ@ﬁ (Identity Verification)
maawnstaya (Disclosure) — Melusuiag

v

. agamuyﬂﬂamadgﬂﬁwﬁaamlﬁyw,%éizw Internet Banking Qﬂﬁia@ia'lﬂ BT UUTITUIANT

[} ke
@ A

o @ o o 6 . . . . .
Process 4: gnandingwnisdeda uaziuduwaranlaanangaalnsdwiisiafia (Purchase Confirmation and Identity Validation)

nIkaNs (Use)

v oA

. ﬁ?wﬂ%ﬁmmaﬂmﬁwﬁﬁaﬁamaogﬂﬁﬂﬁamuﬁuﬂfﬁ'ﬂ%malLamummwaﬂﬁ@ﬁ’ﬂl,ﬁumiﬁuifuﬁmuimmmmaﬂmﬁwﬁﬁaﬁa

[

L5 = v
N1IALNUVBUR (Storage)
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@ <& e A @  ar v a €A A v
* iZfIJfIJ'lJ%‘Y]ﬂ‘LJiz'J@ﬂ?iﬂ%ﬂ%@]ﬂl@]%@?FLW&@J"IEJLE]TIY]??IWY]N@E]B‘IJ@GQH@]’]

Q

Process 4.5: udsaagnan lunsaifiiduduainulaignsa (Notification of Unsuccessful Attempt)

M3kETaua (Use)

. ifzumui”aLLﬁQn@Tﬂumrﬁﬁﬁuﬁmﬁ@u"l,sjé’nL%ﬁ] muﬁamqwa Rip)! E}ﬂﬁ’llﬁ Username %38 Password H tIudu

Process 5: N13a91iniinisziA2a9n131115 3358 (Transaction is Made and Recorded)

nM3kETaua (Use)

* wuuldtoyadiuyaaazasgndiietuiindszidnvhoinsw
* uulddeyadiuyaaavasgndiiaduiiumminsaaniszandydvesgndt uazlausaangnirszndniyfuesudmiagliuing

NIAALNUTBNA (Storage)

° ﬂszﬂ'@ms‘ﬁ'}'ﬁqimsugﬂﬁuﬁﬂaﬂmzu UYaIdwIa3

- S T [%

Process 6: Ltﬁadagné’ﬂd'\ﬁwawammenmu (Purchase Successful Notification)

nMIkaNs (Use)
. i:uulfﬂj”agamuqﬂﬂamaaﬁﬂﬁﬁLﬁ'aLL'%”@LLﬁQﬂﬁTﬁﬁwa@ﬁ"ﬁﬁ:La%ﬁu

MadaNaTaNs (Disclosure) — vLﬂﬂ’dﬁJﬂﬂaﬁﬁﬁﬁJ

3

' v =S A o = A ' s [ 6 (2 v = v Aa
® ﬂﬂﬂﬁ?%ﬁ_gﬂﬂaﬂladgﬂﬂ’ﬁ?&lﬂdUB@]ﬂ“ﬁWizLﬂiﬁ]ﬁ% gﬂaﬂﬂms:uuL’m"l,smmaaswummaé‘l%mmi
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5. Product: Payment

Branch or Online or
Mobile Banking

Payment Request is
Made

Notify Clients

[ Y

Bank Back Office
Operation

A 4

O,

Identity Verification

Transaction is Made and
Recorded

Process 1: anA181AMNT I IWN1320T192@A1EWAI%38UINT (Payment Request is Made)

MILNUTILNNTDNR (Collection)

. ﬁﬂ’mﬁmamauiagadmyﬂﬂamngnﬁﬁﬁﬁammﬂsmaﬂﬂlumsma°ﬁ'm@h§uﬁm§au§mi

naaiwgdpua (Disclosure) — ﬂ?ﬂlu‘ﬁ‘bﬂﬂ’ﬁ

*  §1238 Internet/Mobile Banking finssstayaandiuazuaaiangnd1dainiytiazluds back office operation

A . . a R | v A =
®  RIVV/KRID 3¥UU Internet/Mobile Banklng Nﬂ']ﬁﬁ\'ﬂ]aﬂaﬁju‘]ﬁlﬂﬂamaﬂg‘}ﬂﬂ”ﬂwaLﬂuﬂﬂluizuumaﬂﬁu’]ﬂqi

Process 2: 5W1A138WIWAIABVBIANAT (Identity Verification)

=3 v .
N1ILNUIIVIINVBYA (Collection)
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. ﬁmuﬁmamawﬁ”agadauyﬂﬂamaogﬂﬁwﬁlumwaﬁﬁszmﬁuﬁm%u’%ﬂﬁ NTTULVBITUIANT 1% Ta ana wansiavtiaslznaw dudu
M3kETaua (Use)

*  ITUUTAITUIANT ﬁ,ﬁagamuqﬂﬂamaagﬂﬁ'}ﬁui&mmﬁimﬂuﬂﬁmaﬁwszmﬁuﬁm%u%mi \Wa i uaIauua3gndN (Identity Verification)

Process 3: N3a91iniinisziAva9n131115 3338 (Transaction is Made and Recorded)

nM3kETaua (Use)

. s:uﬂ%ﬁagamuqﬂﬂmaagﬂﬁwLﬁaﬂuﬁﬂﬂsmyﬁmiﬁﬁqimm

]
a )

* suuldtayadiuyaaazasgnduiaduiiunmsinueafidrszainiydvesand uscleusaafiognirszdrtndveshudwiagioing

NIAALNUTANS (Storage)

° ﬂizﬁﬂ?iﬁﬁqiﬂiiwgﬂﬂ%ﬁﬂ aﬂm:uw 23T

1 1 o & 2
Process 4: 336123 NA1IIN1IVINTINTINLEIVEW (Notify Client)

nMIkaNs (Use)

*  STUUNIA N I%iaagaquﬂﬂamaagﬂﬁ%ﬁauﬁ?ﬁLLﬁgﬂ@Tﬂﬁma@ﬁﬁﬁ:Lagaﬁu
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6. Product: Credit Card

( 4 )
Notify successful

Merchant Received

Notification of

Merchant Custoné:;rrds Credit Transaction Denial transaction
2
Credit Card Credit Card Information
Network _| is Shared Between No
"credit Card Network and
Issuing Bank
Y

Issuing Bank

Verify Transaction
and Authorized
Available Fund

Transaction is Made
and Recorded

Process 1: 3T4A13UUAILATANVDIGNALNDZIITANTUAINIBLINTT (Merchant Received Customer’s Credit Card)

MINLTIUTINTINE (Collection)

. ﬁmﬂﬁmamaufa;gamuyﬂﬂamnﬁ'mmsamaagﬂﬁ”ﬂ

MdaNataNs (Disclosure) — "Lﬂ{]'amﬂaﬁmw

. s:uuLﬂ%aag@]ﬂmmsﬁma’ﬁagaquﬂﬂamaagﬂﬁwiavlﬂﬂi‘i Credit Card Network
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Process 2: ﬁ%ﬂﬂﬂiﬁ%ﬂ‘%ﬁ?ﬂ%ﬂﬂdgﬂﬁ'] (Credit Card Information is shared between Credit Card Network and Issuing Bank)

maiaietana (Disclosure) — hlgiuananany

*  32uUvBI Credit Card Network ﬁ%ﬂ@iaﬁagaﬁmmiamLLazﬂTa%mﬁhuyﬂﬂamaogﬂ@Tﬁ"LﬂsTaﬁmmigifaanﬂ“@li

Process 3: ﬁ%ﬂﬂﬂi§%§%§iﬂiiu LLag a‘bgaﬁaﬂaﬂﬁ'ﬁz (Verify Transaction and Authorized Available Fund)

MINUIIVIINTBNA (Collection)

° ﬁﬂ’]iLﬁ‘Ui’)UTJNﬁﬂ;&ﬂﬁ’)%qﬂﬂaﬂaﬂg}ﬂﬁ’ﬁﬂﬂ Credit Card Network

*  IMIALIILT SJ”lTE’JSﬁlaE?h%l!ﬂﬂaﬂaﬂaﬂﬁﬂﬂﬁﬂizﬂﬂﬂladﬁuﬂﬂﬁi

M3l aua (Use)
. i:uuﬁﬁagamugﬂﬂamaagﬂﬂ”ﬁmn Credit Card Network tNat N EREIUAIAUNL ﬁagad'suyﬂﬂamaogﬂﬁﬁmm:uwaaﬁmmi

. l%ﬂﬁagal,ﬁaagﬁaya@"ﬁﬁ: mmaL’Euﬁﬁa%imaaﬂ'ml,ma@gﬂﬁﬂ

[V [y A A M Yo aa . . . .
Process 3.5: wdseiagna lwnsmiigsnssalalasun1sensa (Notification of Transaction Denial)

nMIkaNs (Use)

=

. i:umlﬁﬁ’aLm'gn@Tﬂummﬁﬁqimmhi"lﬁ%'umsagﬁ'@ a?mﬁam@;wa LV DI WUATLATAMLANLD WAL

NIUBSUANA (Share)

. da‘*ﬁagamaogﬂﬁ”ﬁauﬁa‘*ﬁagajﬂgiﬂiiwvl,&ivlﬁ%'umiagﬁvl,ﬂfi’ﬁzuuﬁﬁ:lﬁumaﬁmﬁﬂ

L5 = v
N1IALNUVBUR (Storage)

. ﬁmiﬂ'uﬁﬂﬁqimiuﬁhﬂﬁ%’umia@ﬁ'ﬁaﬂmzuwaaﬁmmi
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1 1 o [~3 Q”
Process 4: 336129 NA1I1YINTINIINLETVE (Notification of Successful Transaction)

nM3kTaua (Use)

v

o i:umﬁmﬁgn wﬁanﬁﬁﬂ‘gsmswshﬁa LLa:ma@Lﬁuﬁgﬂﬁ'ﬁ:

NSWBSUBNA (Share)

. ddﬁagmJaog}ﬂ@“ﬁiauﬁo?]”a;&a’j’]ﬁqiﬂﬁﬂﬁ%ﬂ’magﬁmﬂ 952UV UV BIIUAN

Process 5: N13a91iniinisziA2a9n13¥115 30358 (Transaction is Made and Recorded)

nM3kETaua (Use)

. i:uﬂ%ﬁagamuqﬂﬂmaagﬂﬁwLﬁaﬂuﬁﬂﬂs:fﬁmiﬁwgimm

v

* suulddeyadinyaaazasgndiiaduiiumaminseaniiszaniadniasiasdavesgnd uazlanseangnirszdriydvesiudniay

2

TWusny

= =3 U
N1IALNUVBUR (Storage)

* 3@ ﬁqiﬂ?i&lgﬂﬁ'uﬁﬂ aﬂm:uw 24TUIAT
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18. Appendix B

18.1 G8819N32UIBNTUPTANLINUNIANRBNIINNEND VB VBITOYATIRYAAR
arrfasunld@nfuandivasdoyasiuynaa
(R LELGHEERIIELT FnlJiiwEans W AUNTEITAYREIMLAAG drmmaTuladmisaums
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19. Appendix C

%

etuwimaljiansilideyasiuyaasedludnsoci ldaunnszydiyaaazaidies

v

aﬂadauqﬂﬂavlﬁ

19.1 N139AYINTayankIw X (Data Anonymization)
mytadayaiiswy winetls nezuaumslumyilddeyadiuyaaa lisunnszyd
uqﬂﬂa"l,@i” Taan lddranrinltluisazunasarsdiarauandrdni il aratnagw 19 lman

1 mavihdayaftauin (Anonymization) LaENIVINAIAYK (De-Identification)

ADL1INMIINTNT AN BIUIY

mﬁ@ﬁﬁagaﬁimwmmmﬁﬂﬁ’l@ sm’mﬂﬁwuﬂaﬁagaﬁuaﬂ'ﬂﬁﬂwﬁ’agaﬁvm
mmmﬁﬁ"l,ﬂizy@”mﬂﬂamaoLﬁwmaoﬁagamuqﬂﬂﬂﬁ ﬁauﬁa:ﬁmiﬁﬁagﬂﬂ

ﬂs:mawamuﬁ'@qﬂimﬁ@m 9UBITUIAT

%‘a SLNE NN 712]197—2]3@'1"]5]
aNTE Somchai@abc.com /g 500,000

N Kwin@abc.com [AQtikTaH] 970,000
GEYIRN Sompong@abc.com e 600,000
Usdl Pranee@abc.com feane 1,000,000
Do Viche@abc.com fhaang 1,500,000
FUIU Smarn@abc.com feane 320,000

VaNRAURIY (1)

%ia NN 7’]2115—216)61'1!’]&!
A fhey 500,000

B e 970,000

C ey 600,000

D fhey 1,000,000

E QN Tt 1,500,000

F fheny 320,000

o A o o A
YANNNNNITNIVANIUTUIN (2)


mailto:Somchai@abc.com
mailto:Kwin@abc.com
mailto:Sompong@abc.com
mailto:Pranee@abc.com
mailto:Viche@abc.com
mailto:Smarn@abc.com

)

Naé'wrfmmmiﬂsxmawaffaga 1), (2

o
a L v o

mytadaysiisinutunnansazdasdibaisanuieslunmnavdaansoiyans (Re-

identification) Nanunsar laaaainsadnatu

'
= °

o v ! qqll v & v ' v ot 1
L4 msmmagamuqﬂﬂammwmm'«avl@mmmmmaummﬂum %llﬂ %38

ﬂszmawaimﬁuﬁagaﬁimmﬁ'ﬂﬁmmm%nﬁué’@lﬁ'ﬂmﬁqﬂﬂa

° msﬁn*‘ﬁ’aQaquﬂﬂaﬁdﬁummﬂLmdﬁagammsmzmmﬁum ﬁ?'ug]' 738

ﬂszmawas’wﬁ'uiagaﬁimuLﬁﬂlﬁmmsn%né’ué’mé’nmﬁqﬂﬂa

ﬂvoﬁfumiﬁ'@ﬁﬁaQaﬁsmumsﬁwé’n Data Minimization Lﬁﬂl‘ﬁﬁa;&amwﬁﬁ‘i’nﬂmm:am

mmLé‘im‘luﬂﬁ%ﬂﬁué’mﬁﬂmﬁqﬂﬂa

19.2 ﬂﬂitlﬂaﬁaga (Data Pseudonymisation)

>

mmv]oﬂ’aga ﬁamﬂmuﬁﬁdﬁizq mmamaaLiﬂmaaiagamuqﬂﬂa A8N1TN9BIAU

™) 1 ) { A v a v =) { v &/ 1 & v
9 G081 T mmmuﬁ%aqﬂﬂa ae i%avﬁa%mmammaaoﬁmwwmmqu GAVGHE
ﬁ'aaaa"gm:ﬁaogﬂa@mmaﬁwﬁinluﬂﬁsL%auIﬂaﬁu IvaaaANLESlNIITNALaa
é’m:miqﬂﬂa (Re-identification) u,a:wamzmmﬂm@gmmfgﬂauﬁm]”aga Tuaunang

= 2 s A o ' a

289 GDPR #aN809 m:mumiﬂizmaNamayjaluaﬂumzmaga"l,wmmsm:qmﬁ_qlﬂﬂa
"I,@Tmﬂﬂs’manﬂmﬂ‘*ﬁagmﬂuLﬁuﬂizﬂau ﬁ'oﬁﬁagmﬂuLﬁué’ﬂq@msﬁwmﬂﬁu{nmvﬁ
LENBANAINN "lsﬂﬁtﬁﬁﬁaaq\llavl,@‘fﬂ”aaaaqmﬁaa@mma'lm‘m‘luﬂ'm%auimﬁaga

AINE1IWAIN ﬁ'uvlﬂizqéﬁ LAY DI agamuqﬂﬂavl,@?

CTM-001 AQHISTatd! 500,000
CTM-002 /ey 970,000
CTM-003 AQHISTatd! 600,000
CTM-004 /ey 1,000,000
CTM-005 /ey 1,500,000
CTM-006 AQHISTatd! 320,000

o A o o
YaNANINITVIINITUNI VNS



Za AdnsEnausaanual
FUTE CTM-001
NI CTM-002
aulad CTM-003
U CTM-004
WTus CTM-005
U0 CTM-006

YaualsenaUFIMIUNITNALAANHIILANS

19.3 N1312913%aTa4A (Data Encryption)

7 [ 2 A ¥ a 6 A [ v K G v K
ﬂ’]iL"ll’]iﬂﬂ“llaaﬂ ﬂamﬂwaﬂmsmsmaﬂmmmammawamsmm(m)lumswma

v

1 { v a v s v [ & a e Qs
aﬂamuqﬂﬂaﬁgmmma I@]Elﬂ’]iL”ll’]i‘Viﬁ”llE]ﬂﬁlﬂLﬂuﬁudlu’]ﬁﬂﬁiiﬂiﬂﬂﬂ’ﬂ“ﬂaa@]ﬂil?]ﬂ\‘]

v

A a 6 v (3% a vl W v a 1] v ¥ K @
Taya thatlasnuansginslawet dilszasdso niagnlilatueuandlalwidfstoya

u

1 Qs v a v Qq// &, 1 Qs Q
ﬁ?%uﬂﬂaﬁl 2377 I@] Emﬂﬂﬂ’]iﬂ’lﬂ”ll’]i%ﬁ"llE]S;JJE‘]%%?J%E]QT]‘U%IEJUW NIINWIAINY
‘.LlﬂE]@]J’]VEJ?TE]Hﬂ‘llax‘]ﬁ%’]ﬂ’ﬁl%ﬂ’liﬁ']%%@ LL‘]J‘]JLLN%LL‘W)ﬂﬂdﬂﬁiLiﬁiﬁvﬁLﬁaa@]ﬂﬂ’J’]NLﬁil{'ll%

msgnanﬁ@‘*ﬁagamuyﬂﬂa

] ]
= ~

I@yﬂ’ﬁﬂ'}ﬂf’ﬁ'nﬁaﬁa%Jamiﬂ'oﬂ”ul%ﬁ'uﬁayamuqﬂﬂaﬁﬁﬂmmﬁmgqmnm 191w

U

aunsaldaufiutaya (Encryption for Data Stroage) uazTayadiuynaafiatlunmzss

(Encryption for Data in transit)
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